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Avoiding a Security Wake-Up Call:
Practical SAP Lessons from Kerry Group

Guillermo Casado




Guillermo Casado

ICT SAP Security Lead

SAP ldentity and authorizations, SAP GRC Admin

IT audit and controls

SAP Security and Cybersecurity strategy definition

3 years in Kerry, project and business-as-usual support, SAP security strategy definition.

20 years of total experience in SAP (ABAP -> Basis -> Security), 15 years in SAP Security
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Introducing

KERRY

The Future of
Sustainable Nutrition
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Global Technology

Evolving Evolution to
technology Taste & Nutrition and Innovation Centre
platforms architecture complete
Beyond the Horizon

sustainability strategy
and ambitions launched

Acquisition of Niacet*, a global
market leader in technologies

for preservation and
disposal of Consumer
Meats & Meals business
Kerry celebrates
/ 50 years
Portfolio Transformation
- strategic acquisitions
/o and sweet ingredients
Kerry becomes a pure play
——0 Taste and Nutrition company
with the sale of Kerry Dairy Ireland
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Enter Asia
Pacific ‘
Enter Latin "
America

Acquisition of
Beatreme Inc. in US Q\

Launch of

Kerry Group plc o\

Kerry °

formed
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A world class technology portfolio... KERRY

W

FOOD PROTECTION
& PRESERVATION TASTE PLAYER

ENZYME
CAPABILITY

BIOTECHNOLOGY
SOLUTIONS

® Kerry 2025 | 15
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Expertise and experience across our core competencies... KERRY

AUTHENTIC FOOD PROTECTION PROACTIVE ENZYMES &
TASTE & PRESERVATION HEALTH TEXTURE SYSTEMS
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Globally connected, locally led Taste & Nutrition company
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Manufacturing . 21,000"'

F = N e ) locations ’
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consumer reach

A
F

Technology &
Innovation

) Kerry Global Headquarters Centres
# Global Innovation Centre

€1.5bn  €3.8bn | €1.7bn

Regional Technology & Innovation Centres

Europe Americas APMEA = Q Manutacturing Facilities
O sales Offices
*Revenue from continuing operations post the divestment of Kerry Dairy Ireland. | Figures as reported 315 December 2024. © Kerry 2025 | 14
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Kerryconnect Project
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Kerryconnect Project

[ &

Emergency
Access
Management for
FF workflow

setup

Manual SAP
Access Request

using CUA and
GRC Access Risk
Analysis
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SAP GTS
Implementation

GRC upgrade
from 5.3 to 10.1

SAP MDG
implementation

Implementation

of GRC Access

Control through
Service Now

SAP Ml
implementation

Upgrade to
GRC 12 - UAR
automation

SAP Pl to PO
migration
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Adquisitions
Divestitures

Cloud Migration

EWA and SOS
Path to Green

SAP Role
Simplification
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Other Improvements
Streamlining

UAR improvements ServiceNow Acquisitions and
EWA Path to Green Catalogue updates Divestitures

B¢

ole simplification

SOS execution &
remediation

&,
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SAP Access Management &
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Next Objectives
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Next Objectives

g
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Threat detection

 Data protection

Enhance security
posture
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Exploring Cybersecurity Tools for SAP
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Exploring Cybersecurity Tools for SAP

g

@ - SAP Landscape Assessment 4 :"

'Eg:)/ - Requirement Gathering

&2 . Research Cybersecurity Tools
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Exploring Cybersecurity Tools for SAP

¥y
(Y2 - Vendor Assessment

E—%ﬁ . Deployment Planning
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A Tool and a Service

g

IQ\ - Picking the right partner TU R N KEY "}1

L,

SES:) - Optimize strategy w;::‘:;‘::

G . Dpefine ownerships
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Implementation and Operations Strategy :

A
\

-

6 month pilot
6 weeks
implementation
P 6 weeks
3 months implementation
stabilization 8 weeks
3 months implementation
stabilization
3 months
stabilization
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Operating SecurityBridge
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Operating SecurityBridge
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My SecurityBridge Eve n t
Management M o n ito r

Security &
Compliance

Patch
Management

Code
Vulnerability
Analyzer
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Operating SecurityBridge

Event Patch
Monitor Management

' Code
Security & Vulnerability

g
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Compliance Analyzer
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Operating SecurityBridge

Data from Tuesday, 20 Oct, 10:35
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Operating SecurityBridge

Event Patch
Monitor Management

' Code
Security & Vulnerability

g
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Compliance Analyzer
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erating SecurityBridge

éecurlty &
Compliance
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SecurityBridge - Security & Compliance Monitor

ABEX 7.3, Core Landscape / AEQ
AEQ - Production
Results for hardening standards: B - ABEX Baseline

> Filter

In this section you find the security test results for the system AEQ. AEQ has been classified as a Production system. Resuits provided below have been created by testing
against rules and conditions in the B - ABEX Baseline.

Towlchecks  Eror  Waming  Success  Information  Undefined  Trend
215 122 23 68 2 0 =

Ratng ok kA ok

~ R
IDENTITY AND ACCESS INTEGRATION SAP BASIS

N DATA

5000 - Critical authorization assignments S011 - Secure call ransaction statements 5016 - Java Systems Administrators

T ——
@2

® 38

Audit run 20.10.2020, 00:01 Audit run 20.10.2020, 00:01 Audit run 20.10.2020, 00:01

5026 - SAP and third party authorization

5041 - PSE Management
assignments.

5047 - Disabling of authorization objects

I T
©1 @ 1

Audit run 20.10.2020, 00:01 Audit run 20.10.2020, 00:06 Audit run 20.10.2020, 00:06

DATA PROTECTION
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Search Q

Execute checks

Security Level
Authorization (@ Low
Data Protection (] tow
Devetopment (Il Low
Identity and Access (] Low
inmegration (ISR
sap Basis (N Medum

5022 - Role & Profile assignment exceptions

/N 2

Audit run 20,10.2020, 00:01
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Operating SecurityBridge

Event Patch
Monitor Management

' Code
Security & Vulnerability

g
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Compliance Analyzer
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Operating SecurityBridge

Landscape Overnviaw
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Operating SecurityBridge

Event Patch
Monitor Management

' Code
Security & Vulnerability

g
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Compliance Analyzer
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Operating SecurityBridge

Code Vulnerability Analyzer

== CODE
\/ VULNERABILITY Dashboard
ANALYZER

@ Dashboard Filter

= Overview

Filter variant: |V New filter v
) Landscape
=, Code Browser Landscape: Staging Level: System: Severity:
& Configuration g X bz
2 Feedback
Apply | | Reset
A~ R
Vulnerabilities by System Vulnerabilities by type
| =
B 20 Empty Catch-Clause

I
p—
Backdoor identification -
Directory Traversal -

Authority check validation .

Action

S—

Insecure Communication I

0S-Command execution I
0 20 40 60 80 100

&) Notifications Vulnerabilities
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Operating SecurityBridge

Event Patch
Monitor Management

Security & Code

g

"}‘l

. Vulnerability
Compliance Analyzer

Management
Dashboards
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Operating SecurityBridge
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Managed Service Operations

g

'=_ - Actionable remediation roadmap "‘j‘

- Close collaboration with SecurityBridge

N TURNKEY

- Responsiveness and relationship-led support

g - Seamless integration into internal processes
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Challenges and lessons learnt

“v

O Resource allocation v Managed service and effective resource planning "‘ "
O Change management v Incremental implementation
O Communication gaps and assumptions v" Enhancing collaboration

O Timeline ambitions v Setting expectations and flexible project management
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Wrap Up

“v

- Start defining your SAP cybersecurity strategy if you haven’t yet! ',.‘

all

« Set a detailed SAP Security policy and define stakeholders
- Document and sign-off every decision

- Spread SAP Security awareness across your organization
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How to Connect with Me

KERRY

E: guillermo.casado@kerry.com

LI: https://www.linkedin.com/in/guillermo-casado-17059051/
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