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One NZ: Our Identity Transformation Journey
IDENTITY & ACCESS



87% 77% 100%

of the Global 
2000

of the world’s 
transaction 

revenue

of the F500 
Oil & Gas



“Active discussions in 
cybercriminal forums 
about SAP-specific Cloud 
and Web services have 
increased 220% in two 
years”



Research demonstrates a 400% 
increase in ransomware 
incidents that involved 
compromising SAP systems, 
offering an avg of $250k for 
compromised SAP Accounts or 
Systems.

Elephant Beetle discovered 
hackers accessing privilege 
accounts, creating fraudulent 
micro-transactions and siphon off 
incremental amounts of money 
from the victims. 
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• CxO
• CFO
• Head of Tax
• Procurement
• Sys Admins
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One NZ: Our Identity Transformation Journey
IDENTITY & ACCESS

• Identity is the new attack vector

• Cyber Insurance, Certifications, Attestations based on 
Cyber Maturity, Controls, Capabilities

• Incident Response – MTTR, Automation relies on clean 
Identity, Role, Entitlement data (WHO can ACCESS what, at 
what LEVEL OF PRIVILEGE)

Reputational / 
Brand Impact

Cyber Insurance, 
Increased Controls, 
Incident Response

Productivity

CYBER RISK BUSINESS IMPACT



The Key Differences Between AI 
and Other Technologies: 

• AI is mostly probabilistic. There will be exceptions: 

o You should learn how to anticipate exceptions through 
diverse perspectives and asking the questions about possible 
exceptions. 

o You need to decide what to do about exceptions.

• AI will improve in iterations. 

• AI will not remain unchanged in production. It will drift.

• Each use case is nuanced and depends on context. 

• AI is perceived to be quasi-human. Aligning behaviors is 
necessary.

• Regulators are new to AI. You need to act under the 
regulatory uncertainty. 

• AI technology is developing blazingly fast. 

Tip: Ensure a feedback loop to learn about AI systems behavior and 
exceptions so you can adjust expectations for AI value and risk.

What drives AI 
governance?

AI governance is 
about asking hard 
questions
… and answering 
them too.

Defining AI and Setting Realistic Expectations



Gartner TRiSM
Trust, Risk and Security in AI Models

2nd Step in TRiSM
• Identity and Access Management –

for both machine and human 
identities

Permissions / affordances that you would 
NOT afford to humans, you would likely 
require security clearances, background 
checks.. 

“You wouldn’t just let someone on the 
street access your strategic assets…”



PROBABLISTICDETERMINISTIC

Statistical model, can produce nonconforming answer, 
“hallucinate”, deviate from objective.

…Only humans can be arrested

If coded / tested, likely to pass audit, conform to 
regulations and standardsRegulations, 

Standards, Audits

Software that “improves” itself, but to what end - P(doom)

AI Security – 99% is NOT a passing grade. 
New Hot Job Role: “Improvement Engineering” Shift your top 
talent here!

Project Aardvark from OpenAI proves code is 
Degenerating: Rate of entropy - codebases are 
degrading at 1.5 – 1.7% commit rate 

Quality

AI 
Safety vs Usefulness

Based on hard coded logic, instructed to produce a 
certain outcome
“If this then that”

Based on training data, context, produces an outcome 
from a range of possible outcomes
“As a.. I want to.. So that..”









UNTRUSTED 
MODEL

TRUSTED 
MODEL

UNTRUSTED 
MODEL

UNTRUSTED 
MODEL

UNTRUSTED 
MODEL

UNTRUSTED 
MODEL

2. SANDBOX1. AUDIT 3. BEHAVIOURAL

UNTRUSTED 
MODEL

UNTRUSTED 
MODEL

REMOVE CODIFICATION

TRUSTED 
MODEL



Out of band account created
Is it 

privileged?

Send to SIEM & do 
correlation (check for 

exfiltration, anomalies etc)

Delete / Disable / Revoke 
Access

Does it pose 
high risk to 

the business?

YES

NO

UAR (Certification) w/ 
Manager & Solution 

Owner

YES

NO
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If your SOC (Security Operations Center) is hired 
through a law firm, you have client protection 

(Client Confidentiality).
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One NZ: Our Identity Transformation Journey
IDENTITY & ACCESS

• Financial Statement Audits, PCI, TaaS based on ITGCs – IT 
General Controls. Risks to Systems of Record.

• Substantive Audit assumes automated controls cannot be 
relied on 

• Access Controls – WHO can ACCESS what, at what LEVEL 
OF PRIVILEGE (Privilege, Separation of Duties, Policy 
Adherence – Certifications!)

Reputational / 
Brand Impact

Audit Costs & 
Penalties Productivity

GRC / AUDITS BUSINESS IMPACT



PHASE  1

AD & AAD

SUCCESS FACTORS

PHASE  2

Realising Value: A Phased Approach

AD & AAD SUCCESS FACTORS

DATA CLEANUP / REPORTING / 
CERTIFICATIONS LEAVERS / CERTIFICATION / APP ONBOARDING

AD & AAD

SUCCESS FACTORS

BRM

S4
Snowflake

Ariba
Concur





SailPoint Access Request with Cross/S4 SoD Analysis

User 
Request for 

access

1

SoD Check 
Performed

2



SailPoint Access Request with Cross and S4 SoD Analysis

Click on 
Review 
Conflicts

3

5

4

Detailed 
Check

Mitigate 
Risks



Access Risk Remediate High Risks 

View High 
Risks

View High 
Risks



Remediate SupportRemediate Support

Review and remediate Review and remediate 
support roles

Access Risk Remediate Support Roles



Access Risk Emergency Access

Create Emergency access profiles and assign to 
support users

Create Emergency access profiles and assign to 
support users

Emergency AccessEmergency Access



Access Risk Emergency Access

Review all executions under Emergency access account 
including change logs

Review all executions under Emergency access account 
including change logs

Emergency Access ReviewEmergency Access Review
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One NZ: Our Identity Transformation Journey
IDENTITY & ACCESS

• Identity & Access work tends to be highly manual (Joiner, 
Mover, Leaver – don’t forget Certifications)

• Poor identity hygiene and governance significantly impacts 
Business Guidance

• AI Bots, Predictive modelling must have an Identity SSOT 
that is close to real time

• Increases Finance value to C-Suite as a Strategic Partner

Manual 
Processes

Poor Decision 
Making

$$$
Efficiency

PRODUCTIVITY BUSINESS IMPACT
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One NZ: Our Identity Transformation Journey
What gets measured gets managed
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• SAP Licensing
• Role Based * Access
• Good hygiene in User Groups in SAP
• Account Onboarding & Offboarding Timelines
• Authorization Failure Rate
• Firefighter access usage reports
• What If Modeling
• Password Reset Requests Analysis
• IAM Audit Compliance Rate
• Incident Response, Cyber Breaches
• Orphaned Accounts (Inactive Users - Dormancy, Never-Logged-In Users, Uncorrelated 

User Accounts, User Accounts with Inactive Status)

What gets measured gets managed
One NZ: Our Identity Transformation Journey
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How to Connect with Me

E: Ashela.webb@one.nz

M: +64 274430513

LI: linkedin.com/in/ashela/
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