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Introductions

[root@localhost ~]# whoami
= Jay Thoden van Velzen

— Strategic Advisor to the Chief Security Officer
— Member SAP Global Security Leadership Team
— Initiative lead for several CSO/CISO and executive board sponsored

cloud security transformation programs (2019 — 2022)
— Former Head of Multicloud Security Operations
— Business Objects veteran
— NL in us, hono(u)red to be with you here in Au

PUBLIC



“Cloud Transformation is
the hardest thing I’ve done
In my entire career”

3 SAP executives* combining ~75+ years of tech industry experience

* including me
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Cloud Transformation is Not a Technical Migration
Prepare for Continuous Change

Expectation Reality

velocity of change
velocity of change

cloud transformation ——— cloud transformation ———
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OS vs Cloud-Native Velocity
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Linux (Debian) Release Cycle
= ~3 years

= Long Term Support (LTS) 5 years

* Extended LTS (ELTS) 10 (+5) years

L)

&

{/

Kubernetes Release Cycle
= 14 weeks
= 3 Major Releases (1.x) per year
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Pets vs Cattle

Pets

= Well-cared for

= Long-running servers

= Treated and patch-up when sick
= Maintain and scale carefully

= Static

Cattle

= Taken care of as long as productive
= Short-lived VMs and containers

= Culled when sick

* Replace and autoscale

= Ephemeral
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Everything is a Configuration: Servers Deconstructed

What is a Virtual Machine?
= High level of abstraction

= A collection of compute, storage
and network services, based on
machine images and
configuration settings, created
via API calls

= Many instance types offered by
cloud providers in varying CPU
and memory configurations

Managed Services and K8s

= Further abstracted services in
which there is no server at all

= What is an End Point?
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CPU and Memory

Compute Service

Network Interface

= @ =

Storage Buckets

Block Storage Network

(S3) (EBS) Configuration

Object Storage
(large data files)

VPC, subnet, routing
System OS, Filesystem tables, etc.

Cloud-Native Kubernetes
(EKS, AKS, GKE)

Container workloads on managed
Kubernetes services

SEIWEHESS
(Lambda, FaaS)

Cloud-native DB Services
(RDS, etc.)

Managed Database Services



“Any computer system is

Inherently sociotechnical —

humans design, build and
operate them”

Security Chaos Engineering: Sustaining Resilience in Software and Systems, Kelly Shortridge et al, 2023
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The Road to Cloud-native Maturity
Teams Running at Different Speed

keep up with changes A
@

in cloud platform . )
services ’ ke
/7 \(\ 7

Run cloud-native - -

Runin the cloud this thind "~ - - acceleration through ,

s - - . )
how do,e— - prior experience ,*

Because | wanted to Because | was told to Born in the cloud

= Early adopters = Reluctant adopters = Getting on the train far in the

= Enthusiastic teams, happy to = Teams told to migrate to cloud, journey, without technical debt
accept lack of maturity and rapid uncomfortable with the platform = Still requires you to keep up

change in cloud platforms and rate of change
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Cloud-native maturity



Expanding Universe Problem: Those Already in the Cloud Learn Faster

PUBLIC

initial learning started earlier and further in their journey

A AL
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operational experience

<OV
training \a

\V,
‘ﬁ those starting later might never catch up
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= The gulf between those already in the cloud and those starting only now is
Increasing, as those already cloud-native adapt with the platform and grow
In sophistication faster than those just starting their journey

= “Why sit in a training to learn what | am already learning faster by doing?”
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A Conversation Taking Place in IT Departments Everywhere...

“Data Center People” “Cloud People”

—We have ITIL, ISO 27001, NIST-800-
many, 30 years of experience... Now

you tell me everything is different? I _
—Yes it is, lift & shift doesn’t work and

© just locks in technical debt...
— Because you say so? %
— Because of the way the cloud works
W NP
@ %

and our direct experience...

— By whose authority? That makes no
sense, you have no standards?

— Not yet, they are still emerging. We
are still figuring it out

— You are a bunch of irresponsible,

mystical clowns! : :
Y — Adopt a cloud-native mindset and

join us!
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Outcome:
Most Common Sources of Security Breaches are...

Cloud Misconfigurations
Known Vulnerabilities
Credential Leakage/IAM
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Cloud Transformation Ripples Through All Areas of the Organization

= Unfamiliar cloud platform(s)
= More like a utility

Architecture = Dangers of ‘lift-and-shift’
Transformation , Adapt to its architecture

Deployment DevOps team autonomy
Transformation

Platform Transformation

= C|/CD automation, *-as-code

Operational Transformation = Resilient architecture

= Cloud-native approach
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Cloud Transformation Ripples Through All Areas of the Organization

= CapEx to OpEXx
= Cost a factor in architecture

= Change Agent Organizational

= Organizational uncertainty, Transformation
rolling impagt

= Change in relatio Customer

= Misalignment in\direction Transformation

= Who are your strategic partners?
= Mix may change

Financial Transformation

Vendor & Partner
Transformation
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Secure Cloud Transformation Ripples Through All Areas of the Organization

Platform Transformation = Security often last to cloud

= Avoid ‘Ilvory Tower’ irrelevance

Architecture
Transformation

Deployment
Transformation

= Reduce Operational Burden
= Automate Services

Operational Transformation
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Secure Cloud Transformation Ripples Through All Areas of the Organization

= Existing licensing not suited Financial Transformation

= Avoid a “security tax” on growth

= Dept. of “Yes, Organizational

= Exposed to Transformation
= Customer lo Customer
Transformation

= Need for increased tirust

Vendor & Partner
Transformation

= Reconsider existing tooling
= Consider cloudier options
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Rethinking Cybersecurity’s Fragmentation

fix in next release gé éz fix it now!

developer teams

20 Years of Fragmentation Re-integration for Cloud

= As Infosec matured, security urgency 0" = The size of the landscape, the key
increasingly fragmented into sources of security breaches,
different sub- and sub-sub-areas contextualization and, critically,
alert recipients are re-centralizing
these functions

= Many security organizations
(including SAP) are set up this way,
too, with different teams taking
care of different security topics —
often disconnected from each other

Fu(s:i)cl)zecr:tr. = Urgency and severity of the alert
determines whether it is treated as
a security incident, or a compliance
findings to be cycled out at next
opportunity

= New CNAPP solutions
specifically useful in this
contextualized re-
integration

asset inventory management
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Lessons Learnt Along Our Journey



There is a thin line between
Innovation and figuring It
out as you go along
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Improvise

“No plan survives contact with the enemy”
= Incomplete knowledge

= Don’t know which obstacles you will run into
= Rapid change in platforms and services

= Unsettled practices and standards

= Developer teams may change their
approach
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DevOps your Strategy and Execution
= Broad milestones, plan details quarterly
= Review and refine continuously

= Forgive yourself for not getting it right

= Feel free to change course

= You get smarter as you progress
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However much you think
you’re prepared,

you are not ready for
Cloud Transformation

And that’s OK



Prioritize What the Organization Can Absorb

What is your organization’s key identity? Adapt to what is easiest to adopt

= SAP is the “business process company”, = Some of our biggest wins fit seamlessly with
operating on a consensus model “how SAP does things”

= Other organizations may be more top-down, = Leverage existing or comparable processes
or divided into separate divisions where possible

= Consider what is core about your = Pick your battles where to drive change
organization’s culture; how do things work within the maturity journey

where you work = Cloud-native is always easier — plan a path
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Identify and Support In-house Cloud (Security) Transformation Champions

Outside help is great, but... ... internal Champions are better

= They don’t know your organization well = They understand organizational dynamics

= Don’t know what is feasible = Know what is achievable

= Are unlikely to be trusted by the teams they = More likely to be trusted by teams as “one of
would need to support us” and sharing common interests and goals

= Likely follow a cookie-cutter- and templated, = Can adjust more flexibly to the needs of the
repeatable approach organization

Provide them with the necessary support
when things (inevitably) get tough
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Cloud Security Is
2% tools, 3% skills,

5% talent and 90%
organizational drama
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SAP NOW

Future Proof Your Business

Save The Date

Date: August 8, 2023
Venue: The Hyatt Regency, Sydney s L R R
More details coming soon ,. :H. i




Thank you.

Contact information:

Jay Thoden van Velzen

hd jayv.thoden.van.velzen@sap.com
® @jaythvw@infosec.exchange
@@ https://www.linkedin.com/in/jay-thoden-van-velzen/

THE BEST RUN '

© 2023 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on www.sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to SAP Materials for general audiences.
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