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In This Session

List the main GRC Access Control
blockers for ease User Adoption

How to empower your User
Onboarding and GRC usage

Enhance the risk identification and
collaboration

Offer strong analytical and
reporting functionalities
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What We’ll Cover

* Discuss GRC Access Control “Pain points”
* Ensure the user adoption
 Smart Compliance Analytics
* Demo session

* Wrap-Up



Pain points

QO Complexity

A User Adoption

Q Employee’s onboarding

QO Risk readiness

Q Reporting & Analytics
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Overview - SAP GRC
Access Control

Access Governance

SAP Governance Risk and Compliance (GRC) is the SAP solution
implemented by for managing access risks and SoD controls for a
range of SAP applications.

Automated Risk Matrix
Management 06
Risk Matrix Maintenance through
a validation Workflow for Audit
traceability & compliance .

Certify authorizations
Certify that access assignments are
still warranted
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Analyze risk

Help to find and remediate SAP
segregation of duties and critical
access violations

Provision Users
Automate user
access administration
through a validation
workflow to reach full
audit traceability &
compliance

30 03

Monitor privileges
Monitor emergency
access and transaction
usage by Consultants &
Business

Manageroles
04 Define and maintain user roles in

business terms, used for User

Provisioning processes
5
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Complexity
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o A poor “User Experience” : ] '

= Navigation struggle is impacting usage efficiency through the
compliance processes and slows down onboarding automation

As of today, GRC AC is seen as a very complex tool regarding
the usability :

a Long learning curve

= |tis verytechnical tool and may take some time for business users
to become proficient in using it.

a Training - handover

= (Can be very time consuming, tricky and costly for organizations.
Moreover, a risk of business pushing the user management and
risk assessments burden to IT departments is also a major issue
for stakeholders
R



User Adoption

0 Buy-in from business

- The alignment between productivity goals and
compliance objectives are the key to success

0 Rejection impact

» Continue to use manual or old methods to complete
tasks, which can be time-consuming, less efficient and
prone to errors.

o Control bypass

- If users are not fully engaged in the new process, they
e may find ways to bypass controls, and open security
. Ns,;;,, , breaches (password sharing, user copy, anonymous access, ...)

0 Change resistance

- Negatively impact organizational risk culture and
reduce compliant automation which leads to
ineffective organizations SAPinsider



Employee’s
onboarding

0 Required access

« Assigning accurate authorization to individuals is
crucial to perform their job profiles

0 Over-privileges

- Difficulties to verify existing access rights to data
with granting additional access rights can lead to
security breaches

0 Preventive risk assessment

«  Ensuring compliant user assignment before
providing permissions and authorizations is always
a big challenge



Risk readiness

0 Risk exposure

Lack of clear risk description for business users which
could lead in underestimating the risk and not taking
appropriate action to mitigate

o Complying with Policies

Enable to develop and implement effective risk
management strategies which can result in ineffective
controls

0 Additional risk identification

Enhanced documented risk library will help identify
appropriately the security issues, and cover potential
gaps or weaknesses in the control environment
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Reporting & Analytics

0 Access control reporting

- The interface output are a bit intricated and time-

consuming, especially if an organization has
numerous users and roles.

0 Restricted features

« Reports are limited regarding business

requirements to check role assignments, trends,
and other pending items

0 Analytics

« Absence of overall understanding and purpose, no
high-level overview helping decision makers get an
idea of how compliance is addressed across the
organization. Globally lack of clear indicators




Scenario1 - NWBC

The onboarding process is cumbersome,
and very technical , leading to incomplete
or inaccurate access assighments.

* User Experience is very low

e Learning curve is high for the business users

* Multiple clicks to get to complete a single task
* Provide support is challenging

* User training is time consuming

Setup Access

" Reports and
Homs Management

Anaiyics

Access Risk Analysis

Analyz for access risks across user,

EEPPEEEBEEE 6

Access Raquest Administration
]
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i

Mitigated Access

I, Access Request Creation

25 an

Select Roles

Search Criteria

Maximum number of result row:

[ 100]

Analysis Criteria

[] ZAIF_DEMO_AIF_ALL

DELCLNTB00 AIF All authorizations DE1 CLIENT800

] ZBC400_PARTICIPANTS_COMPLETE DELCLNT800
[] ZC_IT_SUPOORT

DELCLNT800 IT ROLE

\:\ ZERP_APO_NGDI DE1CLNT800
[] ZERP_APO_NGDI_TEST DE1CLNT800
Selected

(] Role Name System Description
\:\ ZC_FI_PAYMENT DELCLNT800

DE1 CLIENT800
DE1 CLIENT800
DE1 CLIENT800
DE1 CLIENT800

System Description Role Type

DE1 CLIENT800

Composite Role
Composite Role
Composite Role
Composite Role

Composite Role

Composite Role

SavedVerients: [ |
[System e <l [symem <= <l
[rote Type | [is v|[compositerote v]@ [user <[s | [MeENNADIA
| Rote 1 Profile Name v[is vz © Ol [User Group ~ [ >
[Role Description v[is M © Ol [ Custom Group ~|[is >
[Risk Level ~ [ ] [Au
Available [Rut st | ] [Gioeet
i o g Bl
= Report Options

[ Role Name System Description System Description  Role Type

Format: | Summary | [Technical View v

%) Access Risk Analysis  [¥] Action Level () Critical Action [ Critical Role/Profile
() Permission Level [ critical Permission
Access Risk Assessment

Mitigation Analysis

Additional Criteria: (] Include Mitigated Risks [v] Show All Objects

sider Org Rule [ offiine Data

Save Variant as: |

Run i Foregrand

tole Mass Maintenance

Yerform mass maintenance of roles
3 Role Import
3 Role Update

Cancel
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& roles (6) Role o
]
QIS

». . .
Vendor Invoice Processing
Vendor Invoice Processing &
System: GI7CLNTE00

System: GI7CLNT600

Maintenance of Vendor o
Management Master Data

System: GI7CLNT600

Scenario 2 - Fiori

Business Process: Finance
Maintenance of Vendor Functional Area: Finance Area
Management Master Data I Company: SAP America

The Fiori application provides a better P o A
user experience than NWBC, however —

the access requestor form is still not

Local - Accounts Payable

L] L] L]
scalable to a wide organization
You will be able to process incoming invoices, post credit memos and park invoices
System: GI7CLNT60C Please make sure that you have completed the required prerequisite training before
requesting the role

Q

: Access Requests (12) - Access Details ‘ Request Role
S ~

Role Selection is truly complex to identify the B Ceon Pries o Vencr

d change vendor

job requirements and job profile == 1 @ © G owi

Need access for maintaini 8

* Inbox Approval does not show SoD risk
assessment is not clear o S

Need access for maintaini 6
ng Control Area dars ago

* Most of the Fiori apps are WebGUI applications

Need access to create an 3
d change vendor

* Reporting and analytical have limited features gl
for filtering, and poor drill-downs wsscomoomn 3

d change vendor

Need access to create an 3
d change vendor

Need access to create an 3
d change vendor

Need access to create an i v .- -
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Scenario 3
- Our extensions

Fully scalable and branded design screens

* Access Request Management
+~ Compliant Access Request
v Inbox Approval

* Access Risk Analysis
* Simple Risk Assessment
* Compliance Register

* Emergency Access Management
+ FF - Self Service

* Analytics & Reporting
* Risk Compliance Analytics
* Access Compliance
* Fire-Fighter Analytics
* Pending Requests
* Failed Requests
* Business Roles & Users
* Emergency Access Insights
* Role Library
* Transaction Usage
* User Comparison

<

AVASP

F 1

AVASPP

My Work Inbox (121)

Request Request For
Number

% 1386 & Peter Boulanges
Request Type:

New Account

Request Status:

PENDING

Requestor:

e Mary PATEL

4
# 1387 & John Smith

Request Type:
New Account
Request Status:
PENDING
Requestor:

2 Mary PATEL

p
é 1388 & Elisa Parker

Request Type:

New Account

P Compliance acces request

Peter BOULANGER

pbaulangerBvasks.cem

* Validity date : 31/12/9999

est Type User Group : | User Group : VASPP France v |
Upidate Account
Manager Functional area : | PARIS - Finance Department v |
Mary Patel

EM Comments & attach.. B summary

Assigned Roles

Assigned Role(s)

EnlcEsnEnlRER

Status | v Role Name Description (e s Valid From Valid To
Group Process
 — .
. ZEC:US34:FI- . - . =
(@) AP_ACCOUNTANT  General Accounting BUSINESS GL Manager ~_‘ 3112/9999 —
e Role - Role Role -
MANGMT e e
=
A
GRC - Approval Inbox +wvAsPP  GRC - Risk Compliance Analytics
© Fopview
o -1386
! Systeen Countre  UseeGroup: Yoarimonth: Ty Wiolation count by:
FE1_PROD x i [@= [0z » [ [ searn |
Creation Date
Request For Full Name Requestor
sge  Peter Boulanger Mary PATEL MPATEL 560 Violstion B Fekveresen MO@  SoD:Users Analysis s B0E
[ 02202 (PBOULANGER) 78.07 ;
(5 days) o : . .
= B
[ :
Role Owner - Stage 0
— -
[~] [ ]
Access Requested SoD Result(s) Comment;
Users with Risks Access risks Violations by Process =0 Compliance Monthly trend BED
=0 . 28,00
55l 25.02.2022 3 First Name Functional Area: [ e
(5 days) Peter PARIS- Fin ‘ : 1
Last Name: Business Process 5 0 o
Boulanger GL Manager Role nh oD D o
P.boulanger@vaspp.fr PBOULANGER
ACCESS REQUESTED
Most pops =0

25.02.2022
(5 days)

Requested Role(s)
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Scalability

Fully scalable and branded design screens

* Enable the screens adjustments as per your
onboarding process

» Accelerates the job identification for all the individuals
in the organization

» Simplifies drastically the SAP access request by
reducing number of buttons required

* Ensure better compliance between the existing job
profiles and what he needs

* New approach in listing and reviewing in the Approval
Inbox

1

.., Builds trust and credibility by engaging with stakeholders and business users with a clear design
“\_/” and intuitive user experience. It demonstrates a commitment to drive innovation , building

= strong relationships and fostering mutual trust.

A

N\
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Launchpad - Design

(Démo

GRC - Cyber Security (-

GRC - Analytics

AVASPP  Paged'accuel v

GRC-Operaticns ~ GRC-Amlytes  GRC- Cyber Security

Self FF Request - 2023 Compliance Register - 200 SOD Report (Démo - V2) SOD Report - 2023 (Démc GRC - Cyber Security

Assign FireFighter Control objective library SoD Report V2 Risk Assessment

a B E) |

GRC - Analytics

GRC Risk Compliance
SoD Violations

A

|
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Demonstration

Live video demo

16
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Wrap Up

0 Business User adoption is crucial

Automate, adjust and simplify processes for business
users

a Intuitive design is possible

Better interaction with the tool, faster buy-in, higher
satisfaction and reduced request errors

0 Increase onboarding process

Intuitive design offers users a quick and more efficient
way to complete access requests

o Enhanced insights

Trends identification, and patterns to make more
informed and better collaborative tool

o Training effort reduction

Securing faster user training relying on modern design

17
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Where to Find
More Information

www.vaspp.fr/en

¢ Website for more information

https://sapinsider.org/vendor-showcase/vaspp/

More information on all our GRC solutions and articles.

https://www.vaspp.fr/en/news/

More SAP articles

18
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Key Points to Take Home

Accelerate drastically the user onboarding

Provide a better role selection identification

Increase risk readiness with an embedded
library

Enhance the access approval process

Ensure a better User Experience for GRC users

« Empower smart reporting and analytics for
your stakeholders

* Reduce time and effort for end-user training

19
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Thank you! Any Questions?

Speaker Name
Mohamed Bennadja

https://www.linkedin.com/in/bennadja

Please remember to complete
your session evaluation.
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the largest and
fastest growing SAP
membership group
worldwide, with
| more than 600,000
members across

(or an SAP affiliate company) in Germany and other
countries. All other product and service names 2 O 5 t H
mentioned are the trademarks of their respective CO u n r I eS m
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