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In This Session

Review some of the most common controls 

supporting financial reporting integrity, and learn 

of typical mis-configurations and how to spot 

them

Understand emerging areas of audit focus, such 

as controls governing price x quantity (PxQ) 

Learn valuable control settings that are not 

enabled by default and often missed by 

implementation teams, including Dual Control 

over Sensitive Fields, Budget Tolerances, and 

Inventory Adjustment Tolerances

Explore how key tables and files related to ITACs 

/ ABACs can be used to facilitate continuous 

monitoring in tools like Process Control
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What Weõll Cover

ÅThe Basics

ÅRecord-to-Report Cycle

ÅPurchase-to-Pay Cycle

ÅOrder-to-Cash Cycle

ÅFocus Areas

ÅContinuous Monitoring

ÅWrap-Up
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The Basics
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Overview of Controls in SAP

Inherent Controls

Configurable Controls

Security

Master Data

Exception Reporting and Audit Trails
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Examples of Controls 
in SAP

Logs

Matching

Pricing Procedures

Release Strategy

Recurring Entries

Tolerance levels

Automatic Postings

Credit Checking

Delivery Confirmations

Document Blocking

Exception Reporting

Field Status
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General Risks:  
Configurable Controls

Options not often well understood by implementation team

Many controls not enabled by default

Default tolerances are typically too high for most orgs

Often specific to organizational elements (like company code) or even individual entities (like vendors) 

Challenging for  auditing and ongoing maintenance

By default, can be changed directly in production

Warning messages can be bypassed  

May not apply to customized programs

Requires calling control-related functions in code
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General Risks:  
Security

Challenging to learn and unlike any other system

Default user authentication settings are weak

Many of the SAP roles/profiles provided by a default installation contain segregation of duties conflicts

Administration and maintenance can be extremely difficult when using standard functionality

Organizations can have thousands of roles and profiles

Weak security reporting, particularly re: segregation of duties

Customizations can cause security gaps

In-house developed programs do not have security-checking enabled by defaultémust be coded by the developer

Require evaluation and possible updates to security settings to account for new transactions, programs, etc.

SAP S/4HANA introduces new security risks not relevant to SAP ECC and SAP R/3
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General Risks:  
Master Data

Standard configuration does not support strong data integrity

Few mandatory fields defined

Edit checks and validation routines on data are limited

Controls are specific to each SAP client, and often:

Company code, document type, vendor, etc.

Errors will affect all transactions referencing that master data

Require strong data entry and maintenance procedures

Duplicates can cause certain controls to no longer be effective

Change reports are generally available, but finding changes to high-risk data elements may be challenging since all changes listed
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General Risks:  
Exception Reports & 
Audit Trails

Finding the right report can often be challenging

Parameters used to generate the reports generally do not appear on the report itself

Training rarely provides details for effective monitoring

Logging must be enabled; can be disabled

Not all transactions create change documents 

No standard exception report of overrides (if allowed)

Report data limited by your security

No visible way to know if report is incomplete
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Remember the People 
Issues

Policies and Procedures

Training

On-boarding

Effective Utilization of SAP Reports

Some of the most common audit issues have little to do with 

SAP, and much to do with improper usage
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Special Transactions ðAudit 
Usage

Viewing Table Data

SE16N (preferred)

ÅSome admins may raise security concerns; these are 
unfounded if audit access set up correctly

SE16H (HANA-specific)

ÅAllows table joins (2 tables)

ÅAllows summarizing data (e.g., total by doc type)

SE16, SE17 (outdated and much less efficient)

Regardless of transaction used, browsing tables can expose 
sensitive data

Consider what is required, restrict appropriately
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Special Transactions ðAudit 
Usage, continuedé

Reviewing Configuration

SPRO (highly useful, if not required)

ÅTime-consuming to initially grant display access

ÅMany configuration settings can be viewed directly in tables 
via SE16N / SE16H

SPRO at times is easier to interpret than table data for 
certain configurations

ÅField status groups

ÅData validation rules

ÅWorkflow

Use òFindó to quickly jump to a section if you know words in 
the title

ÅTolerance

ÅDefault

ÅAssign

ÅSet

ÅCheck
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Special Transactions ðAudit 
Usage

ALO1 ðThe Relationship Browser

From a given document, show all related SAP documents

Note the multiple sets of material documents for the given 
purchase order

Often not provisioned in audit roles (due to lack of 
knowledge about this transaction)
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Special Transactions ðAudit 
Usage

The (FREE) Audit Information System

If granted access, AIS will appear in the user menu

Accessed by the SAP_AUDITOR role, or a variation

ÅStandard role requires cleanup, as it does grant some 
create/maintain privileges (not just display)

Standard in SAP S/4HANA, as well as SAP ECC and SAP R/3
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Record-to-Report Cycle



1818

Company Code Setup -
Screen 1

Company codes are defined in the IMG, directly accessed 
via transaction OBY6

SAP provides template settings for many countries

ÅNew:  S/4HANA has the ability to flag company codes as 
templates
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FI:  Company Code Setup -
Screen 2

Important configuration elements include:

ÅOperating chart of accounts

ÅCountry-specific chart of accounts

ÅFiscal year variant

ÅDocument entry screen variant

ÅField status variant

ÅPosting period variant

ÅSample account activation

Many organizations forget to mark the CC as productive at 
go-live

ÅAllows certain deletion and depreciation TCodesintended 
for development/ test to be run
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FI:  Chart of Accounts Setup -
Screen 1

Chart of accounts defined in transaction OB13

Three types:

ÅOperating COA

o Used to book day-to-day transactions

o CC assignment required

ÅGroup COA

o Used for corporate consolidation

o No direct postings allowed

ÅCountry COA

o Used for country-specific legal requirements

o Elective by CC
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FI:  Chart of Accounts Setup -
Screen 2

Key configuration elements include:

ÅLength of GL account number

ÅWhether CO cost elements are automatically or manually 
created

ÅGroup COA

ÅBlocking indicator preventing GL accounts from being 
created
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ÅCompany Codes

ÅCharts of Accounts

ÅBusiness Areas

ÅDocument Types (FI)

ÅPosting Keys

Important Configuration:  
R2R

Evaluation Transaction

ÅOBY6

ÅOB13 

ÅOX03

ÅOBA7

ÅOB41
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ÅGL Accounts

ÅCost Centers

ÅCost Elements

ÅProfit Centers

Important Configuration:  
FICO

Evaluation Transaction

ÅFS03 

ÅKS03 

ÅKA03 

ÅKE53
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Closing the Posting Period

Periods between (and including) the first From Per and To Per are open

ÅAll else are closed

Posting period variants assigned to company code

Transaction OB52 allows concurrent editing based on the variant

ÅF-60 entry across all variants

24



2525

Defining Important Fields as 
òRequired Entryó

Assigned in the IMG

Search for òfield statusó

The specific fields on 

this screenshot can 

also be accessed 

directly via transaction 

OBC4
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Dual Control Over Sensitive 
Fields

Certain data fields can create can cause 
significant risk, and/or are particularly 
susceptible to fraud

ÅBank account

ÅAlternative payee

ÅAlternative payee in doc

SAP òdual controló setting places a block 
on payment transactions whenever a field 
defined as being sensitive is changed

ÅCan only be removed by a user ID other than 
the ID that changed the data
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Account Determination:  
Automatic Posting to Defined 
Accounts
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Data Validation Rules

Powerful functionality for simple-to-complex 
testing of data entry

Defined via transaction GGB0

Example tests may include:

ÅVerifying that a specific company code is posting to 
only authorized business areas during document 
posting

ÅEnsuring the general ledger description field contains 
reasonable text (e.g. text length exceeds a specified 
number of characters)

ÅChecking that entries in excess of expectations for a 
specific account are legitimate (e.g., a multi-million 
dollar entry to reserves for an insurance company may 
be appropriate, but a multi-million dollar entry to 
prepaid expense may not). 

ÅWarning on transaction postings to accounts marked 
for deletion
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OB32:  Preventing Field 
Changes After Posting
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Audit-Relevant R2R 
Transactions

FS03 ðView GL account master

FS04 ðView changes to GL accounts

ÅEnvironment > Multiple Display 

FB03 ðView accounting documents

FB04 ðView changes to accounting documents

AS03 ðView asset master

S_ALR_87012289 ðCompact Document Journal

S_P00_07000008 ðBank Changes (Treasury)

S_ALR_87012342 ðGaps in Document Numbers
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Purchase-to-Pay Cycle
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MM:  Movement type 
screen 1

Defined in the IMG or directly in transaction OMJJ

Custom movement types start with a 9, Y, or Z
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MM:  Movement Type
screen 2

Key configuration elements include:

ÅAccount control

ÅRevGRdespite IR

ÅCreate Sloc. Automat.

ÅAutomatic PO
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MM:  Purchasing document 
type

Defined in the IMG or directly in transaction OLIB

Key configuration elements include:

ÅNumber range assignment

ÅField selection key (must be maintained, can be 
maintained, hidden, display)

ÅStock transfer flag (auto-adoption of vendor info)
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ÅPlants

ÅStorage Locations

ÅMovement Types

ÅPurchasing Organization

ÅPurchasing Group

ÅPurchasing Document Types

Important Configuration:  
P2P

Evaluation Transaction

ÅOX10

ÅOX09 & OMJ1 

ÅOMJJ 

ÅOX08

ÅOME4

ÅOLIB
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Purchase price tolerances

SAP allows you to establish tolerances upon PO creation, 
that compare the PO item price to the valuation prices 
stored in the material master
ÅIf exceeded, results in warning or error message 

depending on configuration

Ability to set absolute and % limits
ÅWhen both limits are defined, SAP will use the lower value

Set in IMG:  Materials Management > Purchase Order > Set 
Tolerance Limits for Price Variance
PE Price Variance
ÅTolerance for PO line item price compared to valuation 

price in the material master
ÅAbsolute and % values
ÅResulting message no. 207

SE Maximum cash discount deduction
ÅTolerance for cash discount % entered on PO 
Å% only
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3-way match tolerances

SAP allows you to establish payment tolerances

ÅDepending on the type of tolerance key:

o upper bounds, prevent overpayment

o lower bounds, prevent underpayment

Ability to set absolute and % limits

ÅWhen both limits are defined, SAP will use the lower value

If outside of tolerance, transaction will be blocked and can 
be released by:

ÅResolving the condition that created the block

ÅUser with security authorizations allowing the release of 
blocks
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OMRI:  Invoice item quantity 
check

Quantity-related tolerances require that goods receipt 
checking be enabled for invoice verification

ÅDone by Item Category within company codes

Regardless of the values for quantity-related tolerance 
keys, if goods receipt has not been activated, the tolerance 
will not be considered
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Tolerance keys 

Å Established in 
OMR6

Å Defined by 
Company Code
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Tolerance key PP

Price Variance

SAP determines the 
difference between 
invoice price and 
order price for each 
item and compares 
this variance to the 
absolute and 
percentage limits 
defined
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Tolerance key DQ  

Exceed Amount 
Quantity Variance

Multiplies the order 
price and the difference 
between:

Å what was invoiced and 
what was received (if 
goods receipt has 
taken place)

Å what was invoiced vs. 
what was ordered (if 
goods have not been 
received)
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Tolerance key BD  

Form Small Differences 
Automatically

Balance of the invoice 
(Invoice value less PO 
value) compared 
against the defined 
upper limit--SAP posts 
the difference, if under 
the upper limit, to 
òExpense/Income from 
Small Differences.ó
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Other keys

AN:  Amount for item without order reference

AP: Amount for item with order reference

BR:  Percentage OPUnVariance (IR before GR)

BW:  Percentage OPUnVariance (GR before IR)

DW:  Quantity Variance when GR Qty = Zero

KW:  Variance from Condition Value

LA:  Purchase order: limit amount

LD:  Purchase order: time limit exceeded

PC: Price variance for contract

PS:  Price Variance ðEstimated Price

ST:  Date Variance (price x days)

VP:  Moving Average Price Variance
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Duplicate invoice checking

Set in IMG or transaction OMRDC

Applies to Logistics invoices only (FI invoice check is not 
customizable)

ÅReference document number field must contain data, or 
check skipped

ÅVendor must have duplicate invoice flag set

SAP will always check for same Business Partner #, 
Amount, and Currency

ÅThrough customizing, can also check company code, 
reference document number, and invoice date
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Dual control over sensitive 
fields

SAP òdual controló setting places a block on payment 
transactions whenever a field defined as being sensitive is 
changed

ÅCan only be removed by a user ID other than the ID that 
changed the data
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Release Strategies

Å Release strategies define 
purchasing limits and flow

Å There is a lot of complexity 
in the release strategies

Å E.g. if a scenario is not met by a 
release strategy, then anyone with 
relevant purchasing authorizations 
can purchase an unlimited amount 
with that scenario
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Account assignment ïkey 
settings

Transaction OME9

Goods Receipt and Invoice 

Receipt flags mean each is 

expected

òéInd. Firmó flag ensures that 

purchasing documents with line 

items related to that account 

assignment category cannot 

turn off the requirement for a 

GR or IR
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Browsing the vendor master 
file

Key display transactions

In SAP S/4HANA, transaction BP

ÅDisplay in BP role:

o òBusiness Partner (Gen.)ó for general data

o òSupplier (Fin. Accounting) for company code specific 
data

In ECC

ÅFK03 (Central + Company-Code)

ÅMK03 (Central + Purchasing Organization)

ÅXK03 (All)
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Browsing the vendor master 
file, continuedé

4

9

Every vendor expected to have 

invoices/payments should have a 

reconciliation account defined

Authorization group can be used to 

determine which user IDs are allowed to 

work with the vendor

Release group is used for release strategy 

configuration
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Browsing the vendor master 
file, continuedé

5

0

Payee in Document is 

the highest-risk field 

in ECC, but works 

differently in SAP 

S/4HANA 

Alternative Payee is 

another high-risk field, 

but must reference an 

existing business 

partner



5151

Purchase Order Display:  
ME23N
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Goods Receipt Display:  MIGO

In SAP S/4HANA, MIGO replaces MB03 as the transaction 
used to display a goods receipt

ÅAuditors should be restricted to the 03 (display) activity
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Logistics Invoice Display:  
MIR4

Enter the Invoice Document Number and Fiscal Year 

Click Display Document
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Other Key Audit-Relevant 
Transactions

XK03 ðBusiness partner master where role = Supplier

XK04 ðChanges to Vendors

ÅEnvironment > Multiple Display

(Sales Order, Delivery Document, and Billing document 
display transactions listed earlier)

54
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Order-to-Cash Cycle
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Sales Document Setup, 
Screen 1

Defined in the IMG or directly in transaction VOV8

Provided by SAP, but custom types also possible

ÅStart with a Y or a Z

Blocking indicators:

ÅA

o Only automatic creation allowedéno manual creation

ÅX

o blocked for posting
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Sales Document Setup, 
Screen 2

Key configuration elements include:

ÅNumber range assignment

ÅReference mandatory

ÅCheck Credit Limit

ÅCommitment date

o Not maintained

o Agreed delivery time only

o First confirmation date

o Best confirmation date saved up to now

ÅIncompleteness procedure

ÅDelivery block

ÅShipping condition

o Overrides customer master file entry

ÅBilling block
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Delivery Document Setup, 
Screen 1

Defined in the IMG or directly in transaction OVLK

Provided by SAP, but custom types also possible

ÅStart with a Y or a Z
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Delivery Document Setup, 
Screen 2

Key configuration elements include:

ÅNumber range assignment

ÅOrder Required

ÅDefault order type

ÅPartner Determination Procedure
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Billing Document Setup, 
Screen 1

Defined in the IMG or directly in transaction VOFA

Provided by SAP, but custom types also possible

ÅStart with a Y or a Z
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SD:  Billing Document Setup, 
Screen 2

Key configuration elements include:

ÅNumber range assignment

ÅPosting Block flag

ÅNegative posting flag

ÅCancellation billing type

ÅCancellation copy requirements

ÅAccount determination procedures

o Cancellation

o Reconciliation account

o Cash settlement

o Payment cards

ÅDocument price procedure
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ÅSales Organizations

ÅDistribution Channels

ÅSales Division

ÅSales Document Type

ÅDelivery Document Type

ÅBilling Document Type

Important Configuration:  
O2C

Evaluation Transaction

ÅOVX5

ÅOVXI

ÅOVXB

ÅVOV8

ÅOVLK

ÅVOFA



6363

Define Credit Checks

Defined in OVAK

Associated with sales order types

Options from strongest to weakest:  DCBA
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OVA8:  Automatic Credit 
Control

òReleased documents are still uncheckedó section indicates 
behavior if an order that previously-passed credit checking 
is changed

Reactions:

Åblank = no message

ÅA & C = warning

ÅB & D = error

Can call out to SAP Credit Management (FIN-FSCM-CR) 
using a BAdi
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Extending Credit Checking to 
Goods Issue / Delivery

T-Code OVAD

Defining a credit group for the Delivery Document Type 
extends credit checking past the time of the sales order

ÅCredit may have changed if time between order and 
delivery is large
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Reference Documents 
Mandatory

T-Code VOV8

Requires reference to another Sales Order document

Default value is blank

Should be changed post go-live for sales order types, 
particularly credits and returns
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Incompleteness Procedures, 
Screens 1-3

Defined in the IMG and various transactions like OVA2

Fields listed on screen 3 show up on the incompleteness 
log

ÅThose checked with a warning also give a message at 
entry if the field is left blank
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Sales Order > Billing Copy 
Control, Screens 1-3

Copy control configuration defines what Sales Document 
fields are copied to Billing Documents

Set in transaction VTFA
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Delivery > Billing Copy 
Control, Screens 1-3

Copy control configuration defines what Delivery Document 
fields are copied to Billing Documents

Set in transaction VTFL
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Example Sales Document 
Flow

Environment > 
Document Flow
from the main menu of any sales order

Double-clicking on an item goes to that document
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Sales Order Display:  Sales 
Tab:  VA03

Key settings:

ÅDelivery block

ÅBilling Block

ÅPayment Terms

ÅPricing date

ÅIncoterms
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Sales Order Display:  Item 
Overview Tab:  VA03

Key fields on the right (off screen)

ÅBilling Date

ÅAccount Assignment Group



7373

Delivery Display:  Header, 
Processing Tab:  VL03N

Key settings:

ÅBilling Date

ÅGoods issue flag

ÅBilling docs flag

ÅPOD Status
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Delivery Display:  Header, 
Picking Tab:  VL03N
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Delivery Display:  Item, 
Processing Tab:  VL03N

Key Settings

ÅGoods issue status

ÅPOD flag

ÅPOD differences

ÅBilling Doc status
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Delivery Display:  Item, 
Picking Tab:  VL03N

Key settings:

ÅOver. Tolerance

ÅUnder. Tolerance

ÅUnlimited delivery flag

ÅPicking Status
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Delivery Display:  Item, 
Financial Processing Tab:  
VL03N

Key settings:

ÅBilling status

ÅBilling block flag

ÅAccount Assignment Info 
(as relevant)



7878

Invoice Document:  VF03

Scrolling to the right displays the reference document field, 
containing the delivery document ID
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Invoice Document:  
Accounting Overview

Accounting document flow for customer billing similar to 
flow for vendor invoices
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Key Audit-Relevant 
Transactions

XD03 ðBusiness partner master where role = Customer

XD04 ðChanges to Customers

ÅEnvironment > Multiple Display

VK33 ðDisplay Conditions

VK13 ðChanges to Conditions

ÅEnvironment > Changes > Change Report

UKM_MALUS_DSP ðCredit Limit Utilization

(Sales Order, Delivery Document, and Billing document 
display transactions listed earlier)

80



8181

Focus Areas
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Commonly missed by 
implementation teams

ÅDual Control over Sensitive Fields

ÅData Validation Rules

ÅInventory adjustment tolerances

ÅDocument type mandatory reference

ÅPrice control mandatory setting

Related Risk / Benefit

ÅFraudulent or erroneous entry/change to high-
risk vendor or customer master data fields

ÅJournal Entry data entry mistakes

ÅInventory count data entry mistake

ÅErroneous/fraudulent credit memo, return, or 
other adjustment-type transactions

ÅInappropriate/inconsistent inventory valuation 

8

2
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Commonly missed by 
implementation teams, 
continuedé

ÅProject budget warnings and error 
messages

ÅMinimum/maximum useful lives + 
negative deprecation flag

ÅEvaluated receipts settlement

ÅCompany Code Productive Indicator

ÅProject budgets exceeded without 
approval

ÅAsset deprecation erroneously calculated 
due to user input error

ÅCostly invoice processing for high-volume 
trusted vendors

ÅDeletion programs wiping out 
accounting-relevant data with no audit 
trail

8

3

Related Risk / Benefit
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Other areas of external audit 
focus

Price x Quantity

Key report testing

òHow do you know?ó

84
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Continuous Monitoring
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The issue: False Sense of 
Reality

Traditional testing of controls often gives false sense of 
reality

ÅTypical focus on configuration settings and signoffs

ÅLimited real analysis of business outcomes

Certain business activities can make controls appear to be 
working at the surface level, when in actuality the intent of 
the control is being bypassed

Åi.e., creating a PO after an invoice comes in almost always 
means the three-way-match control is met

Focused analysis can quantify exposure for management 
and allow for more thoughtful and fact-based decisions
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Example 1
AP Baseline Date Changes 
(Backward)

Changing the baseline date on an invoice results in a 
vendor being paid faster than normal

ÅIf abused, can be a way to bypass normal payment term 
requirements

By Company Code

Key Discussion Points: Why are 

data changes being made?  Data 

entry or training issues, or 

something else?

By Vendor

Actual results:  Blurred content to protect sensitive client data


