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When you set out to build an ALE distributed business process, you
have a choice of communication technologiesto use in linking your
distributed systems and exchanging the Intermediate Documents
(IDocs) containing the message data to be distributed. You can use a
transactional remote function call (tRFC), afile, an ABAP interface,
or an HTTP connection. tRFC is usualy the preferred technology.
Its transaction logic ensures reliable interfaces, and many useful ALE
features and functions are available only with tRFC (e.g., the ability
to distribute AL E customizing, retry erroneous communications, and
trace IDocs).

tRFC is an SAP proprietary technology, however, and the IDoc
format used in tRFC distributions is another SAP proprietary technol ogy.
That means you can only use tRFC for distributions to SAP systems, or
systems that support the RFC and IDoc technologies, such as some SAP
partner products that have implemented the RFC library. 1f you need to
send data to a partner with a non-SAP system that has no RFC or IDoc
support, you have to utilize an additional application integration system,
like the SAP Business Connector or SAP Exchange Infrastructure
(SAPXI), or some kind of fileinterface, and transmit the data with a
communication protocol provided by your application server,' like FTP.

There is good news, though. As of SAPWeb Application Server
(SAPWeb AS) 6.20, new featuresin ALE allow you to send and receive
messages with a standardized communication protocol (HTTP) and a
standardized message data format (XML ).

* Inthis context, an “ application server” refers to the server itself, its operating system, and
the tools running on that server that can be used by other applications, like an SAP system.
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Figure 1 Example of an IDoc Structure
EDIDC  1000000000000038241620 56 2SYS_HTTP LSSYSCLHTOG1
= E1CABNH OO4CHARACTERISTICA CHAR? ]
E1CABTH fe4DHerkmal 1
E1CABTH A84ECharacteristic 1
E1DATEN 20031122

Before you adopt this standards-based approach
asasilver bullet for your ALE data distribution needs,
however, you must have a solid understanding of
some key differences between using HTTRP/ XML and
using tRFC/IDoc. If you are an application consultant
or project manager, you will find that not all of the
features available with tRFC/IDoc are available with
HTTP/ XML, and if you are atechnical consultant or
system administrator, you will find that the setup for
HTTP/ XML isalittle different from tRFC/IDoc. In
addition, there are certain types of distributions that
may not be good candidates for native SAPWeb AS
HTTP/XML, such as those that require sophisticated
data transformations and advanced integration fea-
tures. This article acquaints you with the capabilities
and limitations of ALE distributionsviaHTTP/ XML,
shows you how to set one up step by step, and
explains what you need to know about handling
potential distribution errors.

SAP ALE with XML —
A Brief History

SAP introduced XML featuresinto SAP Basis systems
comparatively late. And until SAPWeb AS 6.20, if
you wanted to HTTP/XML-enabl e the distributed
business processes of your SAP systems,” you had to
employ an application integration system like the
SAP Business Connector or SAP XI. The next sec-

* Systems based on SAP Basis Releases 3.1 through 6.10.

tions provide a brief overview of SAPALE support
for XML.

The XML and XML File Port Types

SAPintroduced XML into ALE in Release 4.6 with
anew port type’caled “XML,” which enables IDocs
to be exchanged as XML files. The XML port type
has the same technical properties as the basic File port
type, except that the resulting file has an XML struc-
ture instead of a standard IDoc structure. Figure 1
shows an example of a message with an IDoc
structure; Figure 2 shows the same message in

XML format.

Like the File port type, the XML port type writes
to the file system of the SAP application server, and
an executable program (e.g., ashell script) can be
triggered (with the name and path of the XML file) to
further processthe XML file (e.g., to passit to a part-
ner system via FTP). The call of the executable pro-
gram is done through an SAP executable program in
the RFC library (rfcexec on Unix systems and
rfcexec.exe on Microsoft Windows systems). SAP
also delivers a standard program (function module
IDOC_XML_FROM_FILE) for inbound processing
that imports an XML file from the file system,
convertsit into IDoc format, and passesit to the
ALE layer.

® InALE, the available communication channels are called “port
types.” A port type describes the technical properties of the ALE
communication.
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Figure 2

Example of an XML Structure

<7vxml version="1.0" encoding="UTF-3" 7=
- < CHRMASZ0D =
- =IDOC BEGIN="1"=
- <EDI_DiZ40 SEGMENT="1"=>
<TABNAM=EDI_DC40-</TABMNAM=
<MANDT=100=,/1AMNDT =
<DOCHUM=-0000000000038239</D0CHUM=
<D0 CREL=620=/00CREL=
<STATUS =30=</STATUS =
<DIRECT=1«/DIRECT=
< QOUTMOD =2=</0UTMOD =
<IDOCTYP =CHRMASDA4 < IDOCTTP =
<MESTTP *CHRMAS </ MEZTTF =
< SHDOPOR =8SYSSND < /SHOFPOR =
< SMOPRT=LS=/SHMOPRT =
< SHOPRM=SNDCLNT 100 /SHOPRMN=
<R CWPOR=8YS_HTTP</ACWPOR =
<RCWPRT=LS</RCVPRT=
<R CWPRM=RCYCLNTOO1 = /R CWVPRMN=
< CREDAT=20031122</CREDAT =
<CRETIM>21243F</CRETIM=
<SERIAL=20031122212437</SERIAL=
</EDI_DC40=
- «E1CABNM SEGMENT="1">
<MEGEFN =004« MIGFN =
<ATHAM=CHARACTERISTICL =/ATHAM=
< ATFOR =CHAR=/ATFOR =
< AMNZET=F</ ANZET =
<ANZDZ =0</ANZ0E =
< ATEIN =X=</ATEIN =
< ATDIM=0=/ATDIM =
< ATDER =0=/ATDEX =
< AMNAME =CAREMOTE < /ANAME =
=ADATU=20030312=/0040T0 =
<\WHAME=CAREMOTE < /\HNAME =
<WDATU=20030312=VDAT=
< ATMET =1/ ATMET =
=DATUY =00000000=/T ATV =
- =E1CABTM SEGMENT="1"=>
<MESGFN =004« /MSGFMN =
< SPRAS*D</SPRAS =
< ATEEZ>Merkmal 1</ATEEZ =
=DATUY =00000000=/TATIY =
“<5PRAS_[S0=DE</SPRAS_ IS0 =
</E1CABTM=
- «E1CABTM SEGMENT="1"=>
=<MESGFN =004« /MSGFMN =
< 5PRAS=E«/SPRAS =
< ATEEZ *Characteristic 1</0TREZ =
=DATUY =00000000=/CATUY =
<SPRAS_[SO=EM=/SPRAS IS0 >
</E1CABTM=
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In Release 4.6, the format of an XML version of
an IDoc is specified in a document type definition
(DTD) for that message. With the XML port type,
you have the option of inserting the DTD at the begin-
ning of the XML file by setting the DTD flag in the
port definition (transaction WE21), which enables you
to send all possible segments and fields that might
occur in the actual message.

v" Notel

The structure of the XML elements specified in the
DTD, which specify all possible elements of the
XML document, corresponds to the structure of the
segments and fields of the IDoc — for example,

an IDoc segment is represented as a node in the
XML structure.

You can create a DTD for an IDoc with
transaction WEG0 (Documentation for IDoc Types)
by entering the IDoc name in the Object type field
and selecting Documentation — Create DTD.

One drawback of the 4.6 XML port typeisthat
you can’'t create XML datain UTF-8 format,* which is
aformat that can handle specia characters that are not
part of the standard English character set (such as 4,
for example). With port type XML, specia characters
must be replaced with substitute characters defined in
conversion tables in the port maintenance transaction
(WE21). Of course, the 4.6 XML port type also lacks
support for HTTP communication, a technology that
enables you to send information almost anywhere;
with port type XML, you can only handle data on a
local file system.

SAPWeb AS 6.10 renames the port type from
“XML” to“XML File” The XML File port type

*Unicode Transformation Format-8 (UTF-8) is an efficient Unicode
data format where one character is encoded as 8-bit integers (octets).
According to the UTF-8 definition (1SO 10646), one character is
encoded in sequences of 1 to 6 octets. For example, standard US-ASCII
characters are represented as 1 octet, while other European characters
(e.g., 6) arerepresented as 2 octets.

retains all the characteristics of the XML port type,
and adds a choice of two XML formats:

e SAP Release 46 — This option creates XML files
in the Release 4.6 XML port type format.

e Unicode — This option creates XML filesin
UTF-8 format, so you no longer need to substi-
tute non-standard English characters in transac-
tion WE21.

The XML HTTP Port Type

SAPWeb AS 6.20 introduces an additional port type
called “XML HTTP" that supports HTTP as a commu-
nication protocol (note that the XML File port typeis
still supported as well). With port type XML HTTR,
an IDoc can be sent as an XML messagein UTF-8
format to a partner system viaHTTP.

In the outbound process, the sender system acts
asan HTTP client, sending the XML message as an
HTTPrequest to the receiver system. Thereceiver
system acts asan HT TP server and processes the
request. The HTTP destination can be the URL of an
SAP request handler or the URL of another HTTP
address that is able to process an HT TP request and
receive the XML message (e.g., aservice of the SAP
Business Connector).

The inbound processing of an XML message via
HTTPtakes place through an SAP request handler that
isableto receive an XML data stream in UTF-8 for-
mat. Thishandler isdefined in a service of the SAP
Internet Communication Framework (ICF), an inte-
grated component of SAPWeb AS that handlesHTTP
requests.® The handler converts the XML data stream
into the IDoc format and passesit to the ALE layer.

With these inbound and outbound communication
features, SAPWeb AS is well-equipped to handle

° For more information on the ICF, go to SAP Web Application Server
— Middleware (BC-MID) — Components of SAP Communication
Technology — Communication Between ABAP and Non-ABAP
Technologies — Internet Communication Framework in the
SAPLibrary.
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distributed business processes in which datais sent
and received in XML form.

Caveatsto Using XML for ALE Data
Distributions

There are certain scenarios in which an HTTRP/ XML
distribution may not be optimal, in particular, the
following:

¥ Complex data conversions: Because XML
allows you to send messages using a standardized
format, your business partners can use standard-
ized tools to handle the messages. This does not
mean, however, that a partner system will neces-
sarily understand a message's content. Creating
meaningful message content requires an agree-
ment between partners on the formatting of that
content. If both partners agree to an IDoc/XML
format, no data conversions will be necessary.
However, if both partners decide on another
XML format, such asxCBL (XML Common
Business Library) or XBRL (Extensible Business
Reporting Language), then most likely a data con-
version will need to be applied to the message
content. Such conversions are typically too com-
plex for the data transformation features of ALE,
so another tool for XML data conversions (like
the SAP Business Connector or SAP X1) will
be required.

¥ Transactional communication: HTTP does
not provide tRFC features like transactional
control or repeat delivery in case of communica
tion failure. If these features are required, you
will need an application integration tool that
communicates with the SAP system through
tRFC/IDoc.

M Increased processing needs: Keep in mind that
HTTP/XML processing requires slightly more
system capacity than tRFC/IDoc processing,
because incoming messages have to be converted
from XML to IDoc format, and outbound mes-
sages have to be converted from IDoc to XML
format before they are transmitted. An XML

message is also larger than an IDoc — and
therefore requires more bandwidth — because
XML describesits content with tags. An

IDoc just lists the content of the fields of one
segment; the segment definition (transaction
WE3L1) describes the order and length of the
segment’s fields.’

Setting Up an Example
Distribution That Uses HTTP/XML

To familiarize you with using HTTP/ XML for your
ALE data distributions, in the following sections we
will set up an example distribution that uses the XML
HTTP port type. To follow aong with the steps, you
will need two SAP R/3 Enterprise (SAPR/34.7) sys-
tems that can communicate with each other viaan
HTTPport.” SAP R/3 Enterprise systems are required
in order to support the message type we will usein the
example, the material master message type MATMAS
(the implementation of a distributed business process
with the MATMAS message type is described under
SAP Web Application Server — Middleware (BC-
MID) — Application Link Enabling (BC-MID-ALE)
— ALE Quick Sart in the SAP Library®). Alterna-
tively, if you are familiar with ALE, you can use a
different message type, such as CHRMAS (character-
istics of master data), aslong asit is part of the stan-
dard SAPWeb ASingtallation (note that CHRMAS is
included in SAPWeb AS 6.20 and higher systems).

Though the reason for using HTTP/ XML is
most often adistribution that involves a non-SAP
system or interface, it is not practical to use a

°  Seethe SAP Professional Journal article series “XML Messaging with
the SAP Business Connector Part 1: Direct IDoc-XML Data Exchange
and Outbound IDoc-to-XML Data Mapping with Flow Services’ and
“XML Messaging with the SAP Business Connector Part 2: Outbound
IDoc-to-XML Data Mapping with XSLT and Java Services, and
Inbound XML-to-1Doc Data Mapping” (July/August 2003).

" The port that will be used for HTTP communication will be defined
in the profile settings (more on this in the upcoming section “ Step 1:
Configure the HTTP Protocol”).

The ALE Quick Start section of the SAP Library provides an overview
of how to set up a standard distributed business process with material
master data and tRFC as the communication technology.

For site licenses and volume subscriptions, call 1-781-751-8799.
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Figure 3 The Sample Scenario
_____________ Receiver System Sender System
Material Material
master master |
_____ ‘. -
E_ ___________ Receive and post | MATMAS Createandsend [ ________ E
' MATMAS message | MATMAS message
: message
oo _'_ ______ \_/_ N
IDoc ] IDoc
database: + . TEEmneEeneees > database :
_________________ ‘-
R > Create and send ALEAUD »| Receive and post __________:
ALEAUD message ~| ALEAUD message
message
\_/_
v" Note!

In the example scenario, each systemwill act as both a sender and a receiver system, so you have to configure the
HTTP protocol and define the | CF service and RFC destination on both sides.

non-SAP system in this example, as the instruc-
tions are different for every type of system. For
your own implementations, you will need to
configure the distribution as appropriate for the
non-SAP side.

Thefirst part of the example scenario — distribut-
ing amaterial master message — is similar to the sce-
nario described in the ALE Quick Start section of
the SAP Library. But instead of using tRFC asthe
communication technology and IDoc as the message
format, we will use HTTP as the communication
technology and XML as the message format. The
second part of the scenario involves sending an ALE

audit message to cope with some shortcomings of
HTTP/ XML compared to tRFC/IDac. We will go
deeper into that later on in the article.

The diagram in Figure 3 illustrates our example
scenario. Inthefirst subprocess (labeled @ in the dia-
gram), amaterial master message (MATMAYS) is cre-
ated and sent to the receiver system (and, of course,
posted to the IDoc database on the sender system).
The receiver system then posts the IDoc datato its
own |Doc database, creates a material master, and
documents the posting status (whether it was success-
ful or not) of the material master creation in its
IDoc database.
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In the second subprocess (@), an audit message
(ALEAUD) is created on the system that receives the
material master message and is sent to the system that
initially created the material master message. The
ALEAUD message is stored in the receiver system’s
IDoc database, and aso updates the status (whether
the material master was successfully posted on the
receiver side or not) of the originating material master
message in the sender system’s IDoc database. The
content of the ALEAUD message depends on the
posting status of the MATMAS message.

There are five stepsinvolved in setting up the
example distribution scenario:

1. Configurethe HTTP protocol on the sender and
receiver sides.

2. Define an ICF service with an event handler that
will receive the XML message and passit to the
ALE layer. AnICF service definesthe linkage
between the SAP Web AS communication layer
— the Internet Communication Manager (ICM)°
— and applications in the ABAP stack.

3. Define an RFC destination that addresses the
event handler of the | CF service on the receiver
system.

4. Configure the ALE distributed business process
for exchanging the master data.

5. Test the distribution scenario.

Over the next sections we will walk through
each of these five steps. Once these steps are com-
plete, | will explainin detail an error-processing issue
with HTTP/ XML communication, which we circum-
vent in the example with an audit message, so when
you set off to implement your own HTTRP/ XML
distribution you won't be caught off guard by unex-
pected errors. But before we get into the details of
maintaining an active distribution, we have to build
one to maintain, and the first step isto configure the
HTTP protocol.

°  For more information on the ICM, go to SAP Web Application Server —
Client/Server Technology (BC-CST) — Architecture of the SAP \W\eb
Application Server — SAP Web Application Server Components —
Internet Communication Manager (ICM) in the SAP Library.

Step 1: Configure the
HTTP Protocol

SAPWeb AS can act as both an HTTP server and an
HTTPclient. It can send HTTP requests (acting as an
HTTP client) and processincoming HT TP requests
(acting asan HTTP server). We will use this function-
ality for the technical communication of our example
distributed business process.

The ICM isthe component — a better term
might be “process” — responsible for HTTP commu-
nication. The ICM supports the various protocols
(eg., HTTR, HTTPS, and SMTP) that can be config-
ured in the system profile. For our example business
process, we will configure HTTR. Of course, you
could enhance the security of the transmission using
HTTPS, which isHTTP protected by the Secure
Sockets Layer (SSL) protocol. Securing transmis-
sionswith HTTPS involvesinstalling the SAP
Cryptographic Library, configuring SSL in the system
profile, and customizing the SAP Trust Manager,
which are beyond the scope of this article.”

Configuring the HTTP port consists of the follow-
ing tasks:
1. Determine whether the ICM isrunning and
HTTPisactive.

2. Adjust the HTTP parameter settings as
necessary.

3. Verify that the HTTP parameter settings are
active.

Task #1. Determine Whether the ICM |s
Runningand HTTP IsActive

The first step in configuring HTTPis to go to the ICM
Monitor (transaction SMICM) and perform the follow-
ing checks on your SAPWeb AS:

 For further information on how to configure SSL, please refer to SAP
Note 510007 and the SAP Web Application Server Security and Trust
Manager sections (under SAP Web Application Server — Security
(BC-SEC) inthe SAP Library).

For site licenses and volume subscriptions, call 1-781-751-8799.

59



SAP Professional Journal

November/December 2004

Figure 4 The ICM Monitor Overview Shows the Status of the ICM
ICH status: runs
Trace Level (8-3): 1
Created threads: 18 / 18 / 5@ { current / peak / maximum )
Connections used: a J 2 / 388 { current / peak / maximum )}
Queue entries used: a 7 2 7 5ea { current / peak / maximum )

Ho. Thread ID Humber Status Processed request

[ 1 16386 949  Avlb
r 2 32711 949 fAvlb
[ 3 49156 948 Avlb
r L 65541 949 fAvlb
[ 5 81926 949  Avlb
r 6 98211 949 fAvlb
[ ¥ 114696 949  Avlb
r 8 131081 949 fAvlb
u 9 147466 949 Running Administration
r 18 163851 948 Avlb

M Verify that the|ICM isrunning. If the ICM

isrunning, it has the status “runs’ in the ICM é* Caution!

Monitor overview screen (see Figure 4). If the
ICM isnot running, you will probably have to
restart it in transaction SMICM or implement
parameter rdisp/start_icman in the system profile.

Verify that HTTPisactive. InthelCM Monitor
overview screen, click on the Services button or
use the keyboard combination Shift+F1. The
HTTP service status should be “active” and the
port number of the service should be the one
defined in parameter icnVserver_port_<x> (more
on thisin Task #2), which should be clearly
shown on the screen. If HTTPis not active, | rec-
ommend reading the following section on HTTP
parameters and then making adjustments to the
system profile.

Task #2: Adjust the HTTP Parameter Settings
As Necessary

There are quite afew ICM parameters™ in the system

1

For agood explanation of ICM parameters, go to SAP Web Application
Server — Client/Server Technology (BC-CST) — Architecture of the
SAP Web Application Server — Parameterizing the ICM and the ICM
Server Cachein the SAP Library.

Inappropriate changes to the system profile might
result in a system that cannot be restarted or that
behaves incorrectly. If you are not a system
administrator and you want to change the ICM
profile parameters, the best courseis to informthe
system administrator of the changes you want to
make. As the person responsible for this part of
the system, the administrator will in most cases
apply the parameter settings for you rather than
allow you to apply them yourself.

profile settings that control HT TP communication.
We will focus on the following parameters, which
are the ones that are essential to getting the HTTP
service running:

icm/plugin_<x> — This parameter, which is part
of the instance profile settings, defines the loca-
tion and name of the plug-in that handles HTTP
requests. The placeholder <x> must be incremen-
tal from 0. For example, use icm/plugin_O for the
HTTP plug-in, icm/plugin_1 for the HTTPS plug-
in, and icm/plugin_2 for the SMTP plug-in.
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Figure 5 Sample Instance Profile Settings

ICH Parameter

Plugins

icm/plugin_8
icm/plugin_1
icm/plugin_2

Services

icm/server_port_8
icm/server_port_1
icm/server_port_2

PROT=HTTP ,PORT=8088
PROT=HTTPS, PORT=443
PROT=3HTP, PORT=25825

PROT=HTTP, PLG=.\httpplugin.dll
PROT=HTTPS, PLG=.\httpplugin.dll
PROT=SHTP ,PLG=.\sntpplugin.dll

The plug-in for HTTPis httpplugin.dll on
Microsoft Windows systems and httpplugin.so

on Unix systems. It residesin the executables
directory /usr/sap/< S D>/SYSexe/run on

Unix (where <9 D> isthe system ID) or
<D>:\usr\sap\< 9 D>\SYS\exe\run on Microsoft
Windows (where <D> isthe drive and <9 D>
isthe system ID). SeeFigure5 for an example
of the instance profile settings in a Microsoft
Windows environment (please note that the direc-

PROT=HTTP, PORT=8000 defines port 8000 for
protocol HTTP. The placeholder <x> must corre-
spond to the same value defined in parameter
icm/plugin_<x> for the same protocol. For exam-
ple, if parameter icm/plugin_0 specifies the plug-
infor HTTR, then the HTTP port must be defined
in parameter icny/server_port_0, asyou seein
Figure5.

tory path .\ in Figure 5 represents the executables
directory).

In my experience with SAPWeb AS 6.20, if you
do not specify theicm/plugin_<x> parameter,
the system assumes that icrmy/plugin_0 defines
the standard HTTP plug-in that residesin the
executables directory. This means that you only

v’ Notel

The port that you define for the ICM in the profile
settings must not be used by another service or
program. Otherwise, the service for the protocol
cannot be started.

have to set this parameter if you want to change

the default and use adifferent HTTP plug-in.

However, because this behavior is not docu- R
mented, and | do not know if it istruefor al SAP

Web AS 6.20 support packages or for higher

SAPWeb AS releases, | recommend setting the
icm/plugin_<x> parameter manually in the

system profile. .

e icmyserver_port <x> — This parameter, which
isalso part of the instance profile settings, defines
the port and some optional propertiesfor the
protocol. For example, the parameter value

rdisp/start_icman — The ICM starts if this param-
eter value is set to true in the instance profile set-
tings; if the valueisfalse, the ICM does not start.
By default the parameter valueistrue.

mg/http_port — This parameter, which is part of
the default profile settings, specifies the port on
which the SAP message server accepts HTTP
requests. If the SAPWeb Dispatcher isinstalled,
this port forwards HTTP (or HTTPS) requests
coming from the Internet to the defined port.

For site licenses and volume subscriptions, call 1-781-751-8799.
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Figure 6 Overview of ICF Services
D ? ﬂ' @ ﬂ = External aliases
% a 8 -
Vit Hosts / Services Docu, Ref.Serv.
= [0 defaul_host VIRTUAL DEFAULT HOST fdefauk_host/sap/be/bsp
- & customer Customn Top Level Node
ping Ping on customer node
wmnllnbound HTTP Inbound of ALE XML
Q £ap SAP MAMESPACE: SAF IS OBLIGED NOT TO DELIVER ANY SERVICES OF THE HTTP FRAMEWORE OUTSIDE OF THIS SUBTREE.
+ (&) option RESERVED SERVICES AVAILABLE GLOBALLY
=@ pubkc PUBLIC SERVICES
+-@ bsp BUSINESS SERVER PAGES [BSF)
+ (@ icf_info ICF INFORMATION
@ icman ERROR HANDLER FOR ICMAN
@ nfo Systern Information
@ ping Connection Test
+ be BASIS TREE [BASIS FUNCTIONS)
bds BDS DATA
+ b B
melata meData synchionization Service
+ W Exchange Infrastructure (<]
w
Goto — Parameters — Display. If you are
v Notel not familiar with the ICM, and you have prob-

Whether or not the SAP Web Dispatcher is
installed, the port specified in the ms/http_port
parameter must be different fromthe HTTP port
specified in parameter icm/server_port_<x>.

Task #3: Verify That the HTTP Parameter
Settings Are Active

To activate your HT TP parameter settings, you must
restart the system. To verify that the HT TP parameter
settings are active, go to the ICM Monitor (transaction
SMICM) and check the following:

M ThelCM isstill running, and HTTPisactive.
These are the same checks you performed in
Task #1.

¥ Therelevant ICM parametersare set correctly.
You can get an overview of these parameters by
going to the ICM Monitor menu and navigating to

lems evaluating the settings, see your system
administrator.

Once HTTPis active and the parameters are
verified, you are ready to go to the next step and
implement an ICF service that will process inbound
XML messages.

Step 2: Define an ICF Service

In SAPWeb AS, the ICF provides an environment for
handling HTTP requests; it also providestools — like
debugging and tracing — for analyzing the requests.
You can access this environment via transaction SICF
(HTTP Service Hierarchy Maintenance).

In transaction SICF, you get an overview of ICF
servicesin ahierarchical tree-like structure (see
Figure 6). Each service controlsits corresponding
request handler (or handlers). The tree structure aso
represents the URL for the servicesto be called. In
other words, default_host represents the root of the
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URL (<server>:<port>), and the branches of the tree
structure represent the URL paths of the services. For
example, the URL of service default_host — customer
— ping is <server>:<port>/customer/ping.

There are three important things to keep in mind
about this service structure:

e First, SAPdeliversall of its standard services
within the node sap. Do not create your own
services under the sap node, because they could
be overwritten by SAP (via support packages,
upgrades, etc.).

»  Second, al of the services under the node public
do not require alogon to the system. They are
processed with the SAP internal user sapsys. For
security reasons, you should handle these public
services with care.

e Third, al servicesareinitially deactivated. A
serviceis not available for an HTTP request until
you activateit. You should activate only the ser-
vices that you need, for the following reasons:

- You do not want to publish services that you
do not know about. If you don’t know a ser-
vice's functions and properties, you can’t
know what it does and what it allows on
your system.

- Theremay beimproperly defined services

(e.g., services with anonymous logon data) that
could open the door to malicious intruders.

To define the service for our example, we need to
complete the following tasks:

1. Create anew node.

2. Create aservice for handling inbound
XML messages.

Define the request handler.
Activate the service.

Create a service for testing.

© 0 M~ W

Test the new services.

v" Notel

We will actually create two new services — one for
the distribution itself and one for testing purposes.

Task #1: Create a New Node

Thefirst step in creating the |CF service for our exam-
ple distribution is to create a new node to serve as the
parent hierarchy element for our two new services.

To create the new parent hierarchy node, click on
the New icon (O ) intransaction SCF. In the pop-up
window that appears, give the service aname (e.g.,
customer) and select the Independent Service radio
button. You will be shown a screen where you can
define the properties of the service.

Because we want to define anode simply for the
purpose of grouping our two new services, the node
does not require any other properties. Just add a
description (e.g., Custom Top Level Node), and save
the service. Remember that the serviceisinitially
deactivated.

v" Notel

When creating a new top-level node like

“ customer,” you must notify the ICM that there
isanother top-level node (i.e., in addition to the
“sap” node and any other top-level nodes you
have created); otherwise, the ICM cannot forward
HTTP requests to services belonging to that node.
o, after you have created the new top-level node,
call the ICM Monitor (transaction SMICM) and
navigate to Goto — HTTP Application Server —
Load URL prefixes. The message bar at the
bottom of the SAPGUI will indicate that the URL
for the new service has been loaded with the
message “ Operation successfully executed.”
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Figure 7

ICF Service Definition Screen

= Create/Change a Service

in |English -

Dezcription

ICF Path Adefault_host/customer/
ICF Object =mliInbound Service [Inactiv)

& Other languages |

|HTTF' inbound of ALE ML

Service Data Handler List | Emor Pages |

Anonymous Logon Data

Logon Data Required [
Client [

User ,7
Paszwaord ,m still initial
Language ’—L|

Security Requirements
(® Standard
) 551
() Client Certificate w. S5L

Basic Authentication

(® Standard R/3 User

() Internet Users

Service Options
Server Group: |
S&P Authorizatn
Session Timeout:

Compression [if pozzible] -

ErmorType |_
88:00:88 [HH:MM:55)

Task #2: Create a Service for Handling I nbound
XML Messages

To create the service for handling inbound XML mes-
sages, place the cursor on the newly created node.
This marks the new starting point. Now click on the
New icon (O ), name the service (e.g., xmlinbound),
select the Independent Service radio button, and press
ENTER. A screen in which you can define the service
pops up (see Figure 7).

As with the parent node (customer in the exam-
ple), you must add a description for this service (e.g.,
HTTP inbound of ALE XML). It isnot necessary to
specify any of the service data on the Service Data tab
of the service definition, but for your reference we'll
take a quick look at the available settings.

In the Anonymous Logon Data field group on this
screen, you could specify data that would log on to the

SAP system when the serviceis called. Beware of
doing so, however, because you could circumvent the
system’s authorization mechanism and create a secu-
rity issue.

In the Security Requirements field group, you can
control security featureslike HTTPS. In our sample
scenario we want to use HTTP, so we |leave the default
selection Sandard.

The Basic Authentication field group defines
whether the logon will be validated against a standard
SAP user (atransaction SUOL user) or an Internet user
(atransaction SUO5 user). Only an SAP user setting
will allow SAP authentication using roles, so we leave
this default setting untouched.

The Service Options field group is where you can
specify miscellaneous options of the service. For
example, you can define a server group where the
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Figure 8

Handler Definition for the Example ICF Service
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service can be processed. You can also opt to use the
compression feature, which is helpful when the ser-
vice generates an HTML response with a considerable
amount of data— e.g., an SAP BW Business Explorer
(BEX) Web report. In our case, the compression fea-
ture doesn’t make much sense; we will be sending the
payload datain the HTTP request, and the HTTP
response will be very small.

Task #3: Define the Request Handler

The Handler List tab of the service definition dialog
iswhere we define the request handler. Asshown in
Figure8, insert CL_HTTP_IDOC_XML_REQUEST
asthe handler name. Thisisthe standard request han-
dler delivered by SAPfor processing IDoc XML data.
This handler converts the inbound XML datato IDoc
format, passes the IDoc to the ALE layer, and sends a
response back to the sender of the HTTPrequest. As

itsname implies, CL_HTTP_IDOC_XML_REQUEST
isan ABAPclass. Each request handler that can be
used in an ICF serviceisan ABAP class that imple-
ments the HANDLE REQUEST method of the
IF_HTTP_EXTENSON interface. Theimplementa-
tion of the method, which is called by the I CF, pro-
vides the processing logic of the handler and creates
the HTTP response.

For instance, CL_HTTP_IDOC_XML_REQUEST
checks the incoming data (for UTF-8 compliance, for
example), callsaBusinessAdd-In (BAdI) to remove
any envelopes,” starts the XML/IDoc inbound

# The XML datain an inbound HTTP/XML communication could
be wrapped in an envelope containing control and processing
information, which cannot be handled by an SAP request handler. An
HTTPrequest with XML data could be sent with a SOAP envel ope,
for example, or with a Microsoft BizTalk envelope. The BAdI
IDOC_XML_ENVELOPE_IN can be used to remove such
envelopes for the SAP request handler.
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process, and creates an HTML response message. |f
there are no processing errors, it issues the message
IDoc-XML-inbound ok. If the UTF-8 check or the
XML/IDoc inbound process returns errors, it issues an
error message and initiates atransactional rollback.

The available features on the Error Pages tab,
such as the ability to define aredirect to another URL,
are especially helpful for HTML applications. Since
we do not handle logon errors in our scenario, we do
not need to make any entries on this tab for our exam-
ple service definition.

Save the new ICF service. Notethat the activa-
tion status of the service (just to the right of the serv-
ice namein Figure 8) is still inactive. The next stepis
to activateit.

Task #4: Activate the Service

Close the service and right-click on the service name
in the ICF service hierarchy (Figure 6). Inthelist of
possible actions, choose Activate Service. A pop-up
dialog window will prompt you to confirm the service.
Clicking on the Yes button implicitly activates all serv-
icesthat are a parent to this service, so the customer
service node we set up earlier to contain this new
serviceis also activated.

v" Notel

If you deactivate a service that has child services,
all of those child services will be deactivated. For
example, if you were to deactivate the customer
service, the xmllnbound service would be
deactivated as well.

Task #5: Create a Service for Testing

SAP provides a public ping service (under the public
node, as shown in Figure 6), but as mentioned earlier,

public services do not require alogon. We can use
the public ping service to test whether we can send a
reguest to our ICF service and get a response, but we
will also need to create our own ping service to test
whether our service can successfully log on to the
SAP system. Our custom ping service will be called
by an HTTP client and respond with an HTTP pro-
cessing code that indicates whether the communica-
tion was successful or not.*

To create the custom ping service, repeat the
previous tasks, except this time name the service
ping, describe it as Ping with Logon, and insert
CL_HTTP_EXT_PING into the handler list. Save
the newly created service and activate it.

Task #6: Test the New Services

We're ready to test our newly created services.
Figure 9 shows the two test scenarios we want
to perform.

First we want to test whether we can forward an
HTTPrequest to and get a response from the new ICF
service we created to handle inbound XML messages.
For this purpose, we can use the public ping service
that islocated under the public node of the ICF ser-
vice hierarchy (see Figure 6). In Figure 9, thisisthe
test labeled “ Testing Ping Service Without Logon.”
To perform this test, the public ping service must be
activated. You can check its status by looking at the
service name under the public node (the text of an
inactive service is grayed out). You can also double-
click on the service and look at its activation status
on the service definition screen, to the right of the
service name. If the serviceis not activated, you
must activateit.

Open your browser and enter the URL
http://<server>:<port>/sap/public/ping, where
<server> isthe address (e.g., the IP number) of your
SAPWeb AS and <port> isthe HTTP port defined in
the SAPWeb AS system profile.

* SAPonly accepts return code 200 as a successful return code. The
World Wide Web Consortium (W3C) defines all return codes from
200 to 299 as successful.
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Figure 9 Test the Newly Created ICF Services with a Browser
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Server erfolgreich erreicht) |~
or an error message

HTTP response

If the ping is successful, the browser displays The SAP system returns HT TP error code 401,
Server erfolgreich erreicht, which meansthat the which causes the browser to prompt for your user
server was successfully reached. Thetextisin identification. Enter and submit your SAP user ID
German because it is hard-coded in the public ping and password. |If the logon is successful, the brow-
service. If the pingis not successful, you get an error ser displays the success message Server erfolgreich
message such as You are not authorized to view this erreicht; otherwise, you will be prompted again for
page (the result of HTTP error code 403). your user |D and password.

The next test involves authenticating with the If both tests are successful, then you know
SAPsystem (in Figure 9, thistest islabeled “ Testing that the receiver system is configured properly to
Ping Service with Logon”). Enter the URL of the receive HT TP requests and forward them to a
custom ping service we created — for example, request handler. Our next task, then, isto config-
http://< server>:<port>/customer/ping. ure the sender side.
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Figure 10 Settings for a Ping Service in Transaction SM59
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Figure 11 Settings for an Inbound ALE XML Service in Transaction SM59

Test connection

RFC destination

|W.&SCLT1'I'I_><MLINBDUND

Contection tpe |ﬁ

Description

|HTTF' Connection to B 43 Systern

[HTTP towis client 111

|Sewice: sl nbound

|.-’-‘«LE Inbound processing of $kML

Technical settings | LogondSecurity

Target host |host

Service Ma. g08a

PathFrefix |chst0mer£xmll nbound

Step 3: Define an RFC
Destination

To configure SAPWeb ASto send an HTTP request to
the HTTP server, we will use its client-side features.

Because we want to send the XML message viaan
HTTPrequest to the receiver system, we have to con-
figure an RFC destination of type HTTP Connection

to R/3 System. We will do thisin transaction SMI59
(Display/Maintain RFC Destinations). We will also
configure an RFC destination for the ping service.
The term “RFC destination” is a bit strange when used
in conjunction with an HTTP connection, because the
destination is not a remote function call destination;
it'san HTTP destination. (The reason for thistermi-
nology is historical, as you might have guessed.
Before SAPWeb AS 6.20, RFC connections were
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Figure 12

Example Logon Settings in Transaction SM59
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used for all destinations defined in transaction SVI59.)
Destinations of type HTTP Connection to R/3 System
utilize methods of ABAP class CL_HTTP_CLIENT to
send the HTTP request viathe ICF.

Defining an RFC destination for an HTTP sender
isquite simple. Call transaction SM59 and click on
the Create button. Give the destination a name that
follows a naming convention such as
<sid>CLT<ccc>_<service>, where:

e <gid> isthesystem ID
e <ccc> isthe client number

* <service> isareference to the service you call

So, for example, the RFC destination for our cus-
tom ping service could be WASCLT111 PING, as

shown in Figure 10. For our HTTP/ XML
inbound service, the RFC destination could be
WASCLT111_XMLINBOUND (see Figure 11).

Choose connection type H, which stands for
HTTP Connection to R/3 System, add a description,
and save your settings.

After saving, the screen will change and you can
enter the server, port, and path to the service you want
to cal. SeeFigure 10 for an example path to the cus-
tom ping service, and Figure 11 for an example path
to the HTTP/XML inbound service.

Next go to the Logon/Security tab. Leavethe
security options as they are and enter the logon infor-
mation. Figure 12 shows some example settings.
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v’ Notel

An RFC destination with connection type G (HTTP

distributed business process using atraditional SAP
connection. If you are not sure how to do that, please
go through the ALE Quick Start lesson in the SAP
Library first and refer to the corresponding literature.

Connection to External Server) isvery similar to
one with connection type H, except for the logon
options. Wth type G you can’t specify language
and client parameters, and you don't have the
option of using SAP-specific logon procedures like
“trusted system.” You would use connection type
G when addressing a non-SAP Web AS system like
the SAP Business Connector.

After saving, you can test the connection. Click
on Test connection at the upper left of the screen. For
the ping service, you will get the Server erfolgreich
erreicht message displayed asaresult. For the
HTTP/XML inbound service, the responseisHTTP/1.0
409 encoding="UTF-8" ismissing. Don’'t worry, noth-
ingiswrong. The xmlInbound handler will alwaysissue
that response if the header tag of the message does not
contain the string encoding="UTF-8", because UTF-8
encoding is a prerequisite for that service.

v" Remember!

Before you can move on to the next step and set
up the ALE scenario, you have to implement the
systems that you want to use for the sample
scenario as both sender systems (i.e., with an
RFC destination) and receiver systems (i.e.,
with an ICF service).

v’ Notel

The SAP Library and previous SAP Professional
Journal articles are useful resources for
understanding ALE distributions:

e SAPLibrary: SAP Web Application Server —
Middleware (BC-MID) — Application Link
Enabling (BC-MID-ALE) — ALE Introduction
and Administration.

e SAPProfessional Journal articles: “ Real-
Time, Outbound I nterfaces to Non-R/3
Systems Made Smple with Change Pointers,
Message Control, and Workflow” (Premiere
Issue); “ Data Transformation in SAP
Sandard ALE Distributed Business Processes:
How to Ensure an Efficient, Effective
Implementation” (July/August 2003);

“ Under standing and Optimizing Your

ALE Data Distribution: Controlling ALE
Processing” (November/December 2003); and
“ Understanding and Optimizing Your ALE
Data Distribution: Minimizing Data Volume”
(January/February 2004).

Step 4: Configure the ALE
Distributed Business Process
In taking you through the setup of the example ALE

distributed business process with HTTP and XML,
I”’m assuming that you already know how to set up a

v" Remember!

If you do not have two SAP R/3 Enterprise systems
for testing, you will not be able to use the message
type MATMAS, because it is not implemented in
non-SAP R/3 systems. |f you have two SAP
systems available with SAP Web AS Release 6.20
or higher (e.g., SAP BW 3.0, SAP CRM 4.0, or
plain SAP W\eb AS 6.20), however, you can use
message type CHRMAS for distributing
characteristics, which is available on all standard
SAP Web AS systems.
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for message type SYNCH is a tRFC port.

(Status Monitor for ALE Messages).

Building the HTTP/XML Distributed Process from Scratch

If you decide that you want to set up your HTTP/XML distribution without using an existing tRFC/IDoc

process as a template, keep in mind that distributing a distribution model view in transaction BD64

(Change Distribution Model) does not work with HTTP, because the message type that sends the model

view (SYNCH) works only with tRFC. If you set up a distribution model with HTTP/XML and you want to

distribute the model view, you have to perform the following steps:

1. Create the distribution model view in transaction BD64.

2. Generate the partner profile or create it manually.

3. Make sure that the receiver port in the outbound parameters of the partner profile (transaction WEZ20)

4. Make sure that the receiver port (or ports) in the outbound parameters of the partner profile for the
message type (or types) of the distributed business process are XML HTTP ports.

5. Distribute the distribution model view in transaction BD64.

This technique for changing port type XML HTTP to a tRFC port for message type SYNCH is also helpful
for other ALE features that work with a synchronous call, such as the IDoc trace in transaction BD87

Configuring an ALE distributed business process
consists of the following tasks:

1. Build atemplate tRFC/IDoc distributed
business process.

2. Definean ALE port of type XML HTTP.

3. Adapt the partner profile.

Task #1: Build a Template tRFC/IDoc
Distributed Business Process

Thefirst step in configuring the example ALE distrib-
uted processisto build atRFC/IDoc distributed busi-
ness process that we can use as atemplate for the
HTTP/XML connection. Using atRFC/IDoc template

connection makes the setup easier and more conven-
ient; however, if you are experienced in both ALE and
SAP's HTTP technology, you have the option to build
the HTTP/XML distribution without basing it on an
existing process. If that isyour choice, please refer to
the sidebar above.

Set up adistributed business process with an SAP
connection viatRFC, and then test it in both direc-
tions: send master data (MATMAS or CHRMAYS) to
the receiver system, and send an ALEAUD message
back to the sender of the master data. Check the
results in the IDoc monitoring transaction WEQ2.
After receiving the ALEAUD message, the status of
the master data message on the sender system should
be 41 (Application document created in target system).
If the statusis not 41, you will have to search for
errors. (See the upcoming section on error processing
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Figure 13

Defining an ALE Port of Type XML HTTP
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for an explanation of how ALE handles errors and the
meanings of error messages you might encounter. The
audit message is designed to handle a limitation of the
XML HTTP port regarding error handling, as that sec-
tion explains.)

v' Tip

To set up the ALEAUD process, insert a
distribution model filter (transaction BD64)

for message ALEAUD that restricts the audit
messages to MATMAS (or CHRMAS) messages.
You create audit messages with ABAP program
RBDSTATE.

Changing the distributed business process from a
tRFC connection to an HTTP connection requires just
two tasks:

e Definean ALE port of type XML HTTP,

e Adapt the partner profile.

These tasks are covered in the next two sections.

Task #2: Define an ALE Port of Type
XML HTTP

We need to create an ALE port of type XML HTTPon
both the sender and receiver systems, because both
systems will act as sender systems (one for sending
the master data message and the other for sending the

audit message).

To define an ALE port of type XML HTTP, follow
these steps:

1. Cadl transaction WE21 (Portsin IDoc processing).
2. Enter aname for the port and add a description.

3. Specify an XML HTTP port type for the RFC
destination to the receiver system that you created
in Step 3 (refer back to Figure 12), and in the
Content Typefield, leave the radio button selec-
tion at Text/XML.

Figure 13 shows the settings for our example
XML HTTP port definition.

Task #3: Adapt the Partner Profile

In the last phase of our setup, we have to adapt the
outbound parameters of the partner profile in order to
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Figure 14

Partner Profile Adapted for the Example XML HTTP Distribution
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transfer messages with HTTP/XML instead of
RFC/IDoc.

On the system that sends master data messages.
1. Cadll transaction WE20 (Partner Profile).

2. Navigate to the outbound parameters of the master
data message type (MATMAYS).

3. Changethe receiver port (whichis currently a
tRFC port) to the XML HTTP port that addresses
the receiver system.

4. Saveyour settings.
On the system that receives master data messages,

use transaction WE20 as just described to change the
ALEAUD receiver port to XML HTTP.

Figure 14 shows example settings for a partner
profile where the message type is CHRMAS.

Step 5: Test the Distribution
Scenario

All of the necessary settings have been made, and
you can test the distributed business process based
on HTTP/XML. Test it the same way you tested the
template process based on tRFC/IDaoc in the previ-
ous step.

Now that you know how to set up afully func-
tional HTTP/ XML process on your own, it's important
that you understand a particular issue regarding error
processing with HTTP/ XML, which we circumvented
in the example using the ALEAUD message. The
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Figure 15 IDoc Display with Status 02 and HTTP Error 409
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When transferring the IDoc by HTTP, the return code with the message
"4B9E::0808° has occurred.

next section explains this issue and the meanings
of error messages you might encounter in an
HTTP/ XML distribution.

Error Processing in an HTTP/XML
Distribution Scenario

SAPALE with tRFC has error-processing features that
ensure each message is delivered once, and only once
(guaranteed one-time delivery). XML message distri-
butions with HTTPR, however, have some limitations
regarding guaranteed one-time delivery. To under-
stand the limitations of HTTP/XML compared to
tRFC, we will make a short excursion into tRFC and
file port error processing.

When a communication error with tRFC occurs,
the system retries the communication process a speci-
fied number of times at defined intervals. As soon as
aretry is successful, the system regards the process as
ended. If no retries are successful, the IDoc remains
in the tRFC gqueue and the tRFC is added to alist of
unsuccessful tRFCs that is maintained in transaction
M58 (Transactional RFC). You can reprocess the
tRFC with transaction SM58 when the communication
issue — e.g., an error in the network connection — is
resolved. The IDoc isthen transmitted and the tRFC
is deleted from the list of unsuccessful tRFCs. This
mechanism ensures guaranteed one-time delivery and
provides a convenient method for reprocessing IDocs
after communication errors.

So how do you know if atRFC is still pending?
When you run program RBDMOIND (Status
Conversion with Successful tRFC Execution), it indi-
cates that atRFC communication process for an IDoc
has been completed by changing the IDoc status to
12 (Dispatch OK). Otherwise, the status of the IDoc
remains at status 03 (Data passed to port OK). So,
if you have run RBDMOIND and the IDaoc status of
atRFC connection is 03, you can conclude that the
communication process has not completed success-
fully and the tRFC of that processis still pending in
the tRFC queue.

Error processing for distributions that use afile
port type (File, XML File, etc.) worksin a different,
but similar, fashion. For instance, if an IDoc is sup-
posed to be created as afile viaaFile port, and the file
specified in the port type definition can't be opened,
the IDoc will end with status 02 (Error passing data
to port). After the problem isresolved — by specify-
ing the proper directory for the file, for example —
the IDoc can be reprocessed viaABAP program
RBDAGAIN.

Communication errors with port type XML HTTP
also result in an IDoc status of 02. 1Doc status 02
with HTTP can indicate two types of errors:
Communication error when sending with HTTP and
Error when sending by HTTP. These errors are dis-
played in a subsegment of the status 02 record. See
Figure 15 for an example of status 02 with the error
type Error when sending by HTTP.

Unlike messages sent via a File port, outbound
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Figure 16

IDoc Display Showing That an IDoc with Status 02 Was Processed on the Receiver Side
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messages sent as XML dataviathe XML HTTP port
that have status 02 cannot be reprocessed viaABAP
program RBDAGAIN. Thisis because, from the
sender system point of view, you can’'t know with
any certainty whether or not the message was
processed by the receiver system after the occurrence
of an outbound error. For example, think of an
HTTP communication where the message data
arrives at the receiver system but the HTTP response
to the sender systemislost. In that scenario, even

if the message is processed by the receiver system,
the sender system will issue an error because it
hasn’t received a positive response from the receiver
system. For thisreason, SAP strictly excludes all
IDacs from port type XML HTTP with status 02
from reprocessing.

With most status 02 errors of type Error when
sending by HTTP, however, you can be fairly sure that
the message hasn’t been processed by the receiver sys-
tem. For example, if the receiver system returns an
error because there were problems encountered during
HTTP processing (as in Figure 15), it could be the
result of HTTP error 409 being issued, which indi-
cates an error from the request handler. Because our
request handler CL_HTTP_IDOC_XML_REQUEST
implements all of the processing steps asalogical unit
of work, if an error occurs, all database actions are
rolled back and the system isleft in adefined state.
Thismeansthat if HTTP error 409 is issued, no data
has been posted on the receiver system.

In any case, thereis no reprocessing of IDocs
from port type XML HTTP with status 02. 1f acom-

munication error occurs, you must first find out if the
message has been posted on the receiver side. If it
hasn’t, you must create the message again.

In the example distribution demonstrated in this
article, we implemented an audit message to work
around thisissue — for every master data message
created on the receiver system, an audit message is
sent back that changes the IDoc status of the source
message (in our example, the master data message).
So if acommunication error occurs, but the message
is processed on the receiver side, the IDoc status will
change; otherwise, it will remain at status 02. In
Figure 16 you can see that status 41 (Application
document created in target system) has been added
after a status 02 of type Communication error when
sending with HTTP. Thisindicates that, despite the
communication error, the message has been success-
fully processed on the receiver side.

Re-creating the message is easy in many cases —
for example, when you need to create another ALE
output message for business documents like sales
orders, or when you are sending new master data mes-
sages with a program like transaction BD10, which is
used for sending material master data. In other cases,
itisdifficult to re-create the message — for example,
when you have master data messages created by the
processing of change pointers. Unfortunately, | know
of no good solution for that case. If you have to
re-create such messages, you most likely will need
to find the master data identification number and
resend the master data with atransaction such as
BD10 for distributing material masters.
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tRFC-enabled systems) because of the additional

v Tip communication features it puts at your disposal,

like retrying erroneous communications and transac-
To arrange for a receiver or group of receivers tion control.
to be notified by a workflow item when status 02
occurs, configure a workflow that will be triggered Keep in mind that as soon as your distributed
by process code EDIO. process requires more complex integration features —
For more information on how to implement a in terms of communication, mapping, and so forth —
workflow, in the SAP Library go to SAP Web you should consider using a more advanced applica-
Application Server — Basis Services/ tion integration tool like SAP Business Connector or
Communication Interfaces (BC-SRV) — IDoc SAP Exchange Infrastructure (SAP X1).

Interface/Electronic Data I nterchange
(BC-SRV-EDI) — Processing IDocs —
Exception Handling. Arthur Wirthensohn is a senior consultant at
EDS Switzerland and a member of EDS's
international Technical Leadership Network.

He has worked both as a project manager and
product manager in the ERP and IT integration
business for many years, mainly in the retail,
Conclusion consumer products, manufacturing, and trade
industries. For the past two years, Arthur was
the product manager responsible for Application

Now that you know how to set up a distributed busi-
ness scenario based on a standardized communication

protocol (HTTP) and a standardized message format Services based on SAP systems. Currently, he
(XML), your horizons for distributed business works as a project manager and technical lead
processes have broadened. You can communicate of the Enterprise Application Integration (EAl)
with non-SAP ;ystgms inaworld where HTTP and department, which delivers SAP-related services
XML are both in widespread use. such as ALE/EDI, SAP Business Workflow, Web

HTTP/ XML will get your datato placesit can’t Appliesnen serEn JEE g, ael sl

go with tRFC. That doesn’t mean you should use it Programmi ng. Arthur can be reached at
al thetime, however. | recommend using tRFC for arthur.wirthensohn@eds.com.
communicating between SAP systems (and other
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